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TapaHTHPYET OTCYTCTBHs OO0k B manHoM nokymeHnte. OO0 "BCC" octaBisieT 3a co00if MpaBO BHOCHUTH
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Haumenosanune OOO "bCC", ToBapHBIii 3HaK @, MPOAYKTHI M MX HauMeHoBaHus ' Cucrema Jlucran-
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TeJ'IJ'ICKTyaJ'ILHOI‘/'I COOCTBEHHOCTBIO COOTBCTCTBYIOIIMX BJIAACIIBIICB.
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BBeaneHue

Hacrosiiuit TOKyMeHT SIBJISETCS YacThio JokyMeHTtauu mo cucreme "J[BO BS-Client” Bepcun
017.9.0, pynkumonupyomei B pexxume LleHTpann3oBaHHOH CXEMBI.

Ha Koro opyueHTMpoBaH AOKYMEHT

JIoKyMeHT npeaHa3zHaueH s

Ha3HayeHue AOKYyMeHTa

Ha3nauyenue 10KyMEeHTa COCTOUT B IPEJOCTaBICHUN HH(DOpMaIUu 00 yCTaHOBKE, HACTPOUKE U 00-
HoBieHuu APM knuenta noacuctemsl Humeprnem-Knuenm.

OpraHu3sauuna AOKYMEeHTa

B 1. 1 «O6mue cBenenusn» [ctp. 8] mpuBoauTcs obmias napopMaius o moacucreme Aumeprem-
Knuenm.

B 1. 2 «MuHCcTpykuun no nmoxroroke APM» [crp. 14] npuBeneHsl noapoOHBIE HHCTPYKIMHU T10
YCTaHOBKE, HacTpolike U o0HoBIeHNH APM kinenTa nmoacucremsl Mumeprnem-Knuenm.

PekoMeHaAaUMM NO UCNOJIb30BAaHUIO AOKYMEHTa

JIOKyMEHT PEeKOMEHIYETCSI NCITOJIH30BaTh U B KAUECTBE 03HAKOMHTEIFHOTO MaTepuaia, H B Kade-
CTBE crpaBouHuKa mpu pabore ¢ cucremoii "JIBO BS-Client”. JIokyMeHT peKOMEHI0BaH KaK JJIst
[IOCJICAOBATEIILHOTO, TaK U JIJISl BBIOOPOYHOIO U3yUCHUSI.

BHuMaHue!

Marepuai MOXET COAep)KaTh OOJBIIOE KOJHYECTBO MEPEKPECTHBIX CCHUIOK HA JPYTHE YacTH JOKY-
MEHTaIuu. J{J1 HHTEHCUBHOTO M3yUYEeHHUs MaTepuaia, ObICTPOro IMoKUcKa HeoOXoAUMON nHpopManuy 1
yILO6HOF0 nepexoza 1no CCbIKaM PEKOMEHAYETCS BOCIIOJIb30BATHCA KOHTeKCTHOﬁ CHpaBKOfI CUCTEMBI

"JIBO BS-Client": B cripaBke comepKUTCs HAaMOOJIEE TTOTHAS HH(POPMAIIHS O CHCTEME H TIOPSIIKE PaOOTHI
c Heil. KonTekcTHas cripaBka BBI3BIBACTCS M3 CHCTEMBI IO HaXKaTHX KinaBumu F1.

CornaweHus no opopMsI€HUIo

Kapblukamu BBIZICISIOTCS 3HAUCHUS TIOJICH SKpaHHBIX (DOPM U Pa3IMUHBIX [TAPAMETPOB.
HaumeHnoBanus pa3ienoB U MyHKTOB MEHIO OTAENSIOTCS APYT OT Jpyra CHMBOJIOM —.

Jlnst BBIZIENIeHHs OJIOKOB TEKCTa MCTIONB3YIOTCS CIEIHaIbHBIC CpelcTBa oQOopMIICHHS, TIpeacTa-
BJIICHHBIE HIDKE.

NMpuMmevyaHue

Coty>XUT A7 BBIJETICHUS JONOJIHUTEIBHON WK pa3biCHSIONEeH HH(OPMAIUY, B TOM YHCIIE CCHUIOK Ha
(parMeHTHl JOKYMEHTAIWH, Colepkaye 0ojee moapoOHbIe cBeieHns. B 0CHOBHOM ciieqyer Hermoc-
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Bsenenue

PEICTBEHHO 3a JIEMEHTOM, K KOTOPOMY OHO OTHOCHUTCS, HO MOXKET MPEALIECTBOBATD 101 Il1aBe WIIN
paszeny.

BHuMaHue!

CJ'Iy)KI/IT JUJIL BBIACTICHUA BaKHOU I/IH(I)OpMaIII/II/I, Ha KOTOpPYIO CIICAyET O6paTI/ITI> BHUMAaHHE.

CIy>XUT 1715 BEIIENCHHS JOTIOTHUTENBHON HH(POPMAIINH, PeKOMEHIOBAaHHON IS YTIIyOIeHHOTO H3Y-
YeHHs] CUCTEMBI. B 0CHOBHOM MH(pOpMaIys, IIOMEUeHHasl HOAOOHBIM 00pa3oM, MPEACTaBISAET COO0H
OITICaHUE PEIKO UCIIONIB3YEMbIX BO3MOXKHOCTEH cucTeMbl. JJaHHy10 nH(OPMANNIO MOXKHO IPOITY CTUTD
IIPY 03HAKOMUTEIBHOM YTCHUM.

CIlyXUT IJIS BBIOEJIEHUA IIPOT'PaMMHEIX JIVMICTVHI'OB -
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electronic banking & cash management

Fnoccapum

NMepeyeHb COKpaLleHUM

APM
I
I'p.unCTD.

JIBO

Huctp.
ocC
OCIIO
1o
PM
Pasn.

LIC "ABO BS-Client"

Aemomamu3supogannoe pabouee mecmo.
I'naBa (moxyMmeHTa).
I'pynna uncmpyxuyuii.

JucraniimonHoe 0aHKOBCKOE 00CTyKHBaHHE.
Cwm. taxxe IenrpanusoBannas cucrema "JIbO BS-Client".

Hucempykyus.

OrmepaliioHHas CHCTEMA.

Oxpyxaroliee 1 COIMyTCTBYIOIIEe MPOTPaMMHOE 0OecTIeUeHHE.
[IporpammHoe obecnieueHue.

Pabouee mecmo.

Paznen (moxymenTa).

Lenmpanuszoeannasn cucmema "' /Ib0O BS-Client™.

NepeyeHb TEepMUHOB

ABTOMaTH3MpPOBaHHOE pa-
6odee MecTo

HNHctpykuus

ABTOoMaTH3UpOBaHHOE padbouee MecTo (APM) - COBOKYITHOCTh KOMIIOHCHTOB
cuctemsl "JIBO BS-Client”. APM 0ObIBatoT Tpex BUJIOB:

*  APM 6anka - COBOKyITHOCTh KOMIIOHEHTOB CHCTEMBI, yCTAHOBJIEHHBIX Ha
BceX padounX CTaHIMAX U CEPBEPAX 20106H020 NOOPA30eIeHUA U BCEX
noopaszoenenuii 6aHKa, IMEIONTNX HETIOCPEACTBEHHBIN nOoCTyM K b/ 6aH-
Ka,

*  APM yoanennoii niouwiadku - COBOKYITHOCTh KOMIIOHCHTOB CHCTEMEI,
YCTaHOBJICHHBIX B YAAJCHHOW IUIOMIAJIKe MOApa3feNeHnss OaHKa, HE
MMEIOIIEeH HeTIOCPEeACTBEHHOTO0 TocTyMa K b/l 6anka u ocymecTBistomei
B3amMmozelicteue ¢ APM 0GaHka mocpencTBoM moacucTemsl OrmepaTop
Irpux-Komos";

*  APM knuenma - COBOKYITHOCTh KOMIIOHCHTOB CHCTEMBI, YCTAHOBJICHHBIX
Ha BCeX Pa0OYMX CTAHIMAX KIAEHTA.

B pamkax mokymenTaiuu mo cucreme "JIBO BS-Client” uncrpyxkuus (coxpa-
[IEHHO MHCMpP.) — MOAPOOHOE OMUCAHHUE MOCIIEI0BATEIBbHOCTH JEHCTBHUH,
KOTOpPbIE HEOOXOIMMO BBIMONHHUTL B cucteMe "JIBO BS-Client" wmu B cro-
POHHEH cucTeMe ISl pelIeHUs] HEKOTOPOU 3JIEMEHTapHOM 3aJauM: OCYILIECT-
BIICHUS OTEpalii HaJl OJHWM HIH HECKOJBKUMH OOBEKTAMH CHCTEMBI,
3aIrycKa MprIoKeHHs, 3aJaHNs 3HAaUeHU KOH(PHUTypaIlMOHHBIX MapaMeTpoB
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I'noccapuit

u T.71. IIpuMeps! MHCTPYKIHMIA: co3aanue / peakTHpOBaHUE TOKYMEHTA, MOI-
MHUCh IOKYMEHTa, U3MEHHE MapoJIsl 1 BXxoAa B cuctemy. [lopsaoKk BbIOII-
HEHHUS HHCTPYKITUH ONIPEACIIACTCS peciamMenmamu 1o padoTe ¢ CHCTEMO.

Knuent IOpuanueckoe 10, 00CTyKUBAEMOE CUCTEMOI.
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'nasa 1. Obuwime cBeaeHuns

1.1. ObecneueHue 6e30NacHOCTU AaHHbIX

[oncucrema Unmeprnem-Knuenm obecrieanBaeT 6€30MacHOCTh M KOH(PUACHITHAIEHOCTD TOKyMEH-
TOOOOpOTa ¢ OGAHKOM 3a CUET WCIOIB30BAHUS PA3IMYHBIX CHUCTEM KPUMTOTpadUIecKOn 3amlnuThl
nHpopmaruy, B ToM urciie ceprudurupoBanabix OCB. IIpu padote ¢ cucremoit Mumeprem-Knu-
enm BeCh Tpa(hHK MPOXOIUT Yepe3 MEXaHN3MBI 00ecTieUeHISI 0€30ITaCHOCTH COSTMHEHUS C OaHKOM —
npoTokoinsl SSL wm TLS, no3Bosstoniye moBHICUTh HAJCKHOCTD CBSI3H U JOCTHYD FOPHIMUECKH
3HaYUMOTro AoKyMeHTooOopoTa. [logcucrema Humeprnem-Knuenm obecrieunBaeT KIMEHTY OaHKa
YHHUBEPCAIBbHOCTh CPEJCTB NOCTYyMa K ceTi MHTepHEeT (MpH 3TOM JOCTYI K CHCTEME MOKET OBITh
OCYIIECTBJICH U3 JTF000I TOUKH MUpa € JIF000T0 KOMITBIOTEPA — TOCTATOYHO UMEThH JHCKETY C KITFO-
YaMH DIIEKTPOHHO-IIH(poBoii moamucu — DIIII) ¥ BO3MOKHOCTH PACIpeNeIeHHOr0 JOCTyIa K
JIOKYMEHTaM JIHIl, UMEIOIIHX IIPaBo MIEPBOM, BTOPOH MOAMUCH, UTO TIO3BOJISET UM yTBEPIKIATh T1a-
TEXHBIN IOKyMEHT 0e3 0043aTeThHOT0 OTHOBPEMEHHOTO IPUCYTCTBUS B KOHKPETHOM MECTe.

1.1.1. 3awmTa KJIro4vYen

Tax xak mojacucrema Mumeprem-Kiuenm nipenHasHadena i padoThl ¢ (PMHAHCOBBIMH JOKYMEH-
TaMH, TO TIOJIB30BATEIIO CTOUT y/IENISATh MOBBIIIIEHHOE BHUMaHHUE BolpocaM Oe3onacHocTH. Mexa-
HU3MOM HJICHTH(QHUKAIIHA 1 OCHOBHBIM MEXaHW3MOM 3aIIHUTHI JAHHBIX B [TOICUCTEME SABJISETCS KITI0Y
CK3U, xpansmuiicss Ha CMEHHOM HOCHTEJE, TOITOMY HEOOXOINMO UCKITIOYHTD JOCTYTI K CMEHHOMY
HOCHTEITIO TIOCTOPOHHUX JUI. CMEHHBIN HOCUTEIh HEOOXOIMMO:

* XPaHUTb B HEJOCTYIIHOM MECTE;
* HE OCTaBIITh B KOMIIBIOTEDPE.

Taxke He CTOMT KOTUPOBATh KIIOUH, XPaHSIINAECS HAa CMEHHOM HOCUTENE, Ha )KECTKUHN AUCK KOMITb-
oTepa.

st yMeHbIIeHs 0OpalleHHi K KIIF0UEeBOH TUCKETe MOCie BX0/1a B IOACUCTEMY KitoueBast HH(op-
Malys 3arpy’aercsl B MaMsATh KOMIBIOTEPA M OCTAeTCsl NOCTYIHON 0e3 oOpaleHni K KII0YeBOH
JMCKeTe B TeueHHue Bcel pabotsl. KimroueBas nHpopManus ynausercs U3 maMsITH 4epe3 5 MUHYT
ocJjie MmocjaeqHero K Hell oOpatenus, Jnbo npH BeIxoae U3 nogcucteMsl. [losTomy, nocie 3aBep-
mIeHus1 paboTbl HEOOXOIUMO 00SI3aTENBHO BBINTH U3 MOJCUCTEMBI.

1.2. TpeboBaHuA K NporpaMMHOMY
OKPY>XEeHMUI0

CropoHHEe MporpaMMHOE 0OecTIedeHre TOJKHO OBITh YCTAHOBJIEHO J0 YCTAHOBKHA KOMITOHEHTOB
APM xnmenTa nmojacucteMsl Humeprnem-Knuenm. TpeGoBaHUS K CTOpOHHEMY ITpOTrpaMMHOMY 0bec-
[IEYECHUIO MTPUBEIEHBI B CIEAYIOMIEH Ta0nuIe.
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OO1ue cBegeHnus

Ta6auua 1.1. TpedoBanus k cropounemy IO APM kauenta noacucremsl Humepnem- Knuenm

Bun 11O HaunmeHoBaHue Bepcun 11O IIpumeyanus
no Pexomenn. | Ilomnep:k.

oC Windows XP, 2003 Vista, 2008, |dxs padotst c OC Windows Vista tpebyet-
Windows 7 | cs ciernanbHas HacTpoitka OC. Windows
X86 u x64 Vista moaepkuBaeTCs TOJIBKO B peain3a-
(Ultimate, uu X86
Professional,
Enterprise,
Home
Premium,
Home Basic)
u Windows 7
x64

Be6-6paysep | Microsoft Internet  |8.0 7.0,8.0,9.0

Explorer
Texkcroseiii | Microsoft Word 2003, 2007, 2010 He oGsi3arenbho. Jlns urenus RTF-daiinos
mpoueccop OpenOffice 230 3.0 3.3 JOKYMCHTOB, C(i)OpMI/IpOBaHHI)IX C 110-
T MOILBIO OJICUCTEMBI

Penaxtop Microsoft Excel 2003

3JIEKTPOH-

HBIX TaOJIHI]

ITO mnis pa- |Adobe Reader, 5.0 uBbime |5.0 u Beimie | HeoOxomumo 11t 9TeHUsT JOKyMEHTAITUU

60T1hI ¢ noky- | Adobe Acrobat MHOJACUCTEMBI

menTanuei | Standart, Adobe

Acrobat Professional

1.3. TpeboBaHuA K annapaTHOMY
obecneuyeHuto

KOMHBIOTep, C KOTOPOIo 6YI[CT OCYHICCTBIIATHCA pa60Ta, JOJDKCH O6J'Ia,[[aTB XapPaKTCPUCTUKAMU HC
HMXKC CIICOYIOIINX:

1.  mporueccop Pentium 166;

2. 00beM omeparuBHOU maMsatu 32 Mb;

3. o0bem cBoOOaHOrO MecTa Ha tucke S0MD;

4. mpsMO# IOCTYIN B MHTEPHET C MMPHHOHN KaHana 512 k6/c u Bbille;

5. Buaeocucrtema, obecrnieuuBaroias 00J1acTh 3kpaHa He MmeHee 1024xX768 nukcenei.
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OO01e cBeneHus

1.4. OnuncaHue npouecca noarotoekm APM
KJINeHTa noacucrtembl MHTepHeT-K/1neHT

BHuMaHue!

IMonp3oBarenmo, npoBomsimeMy ycranoBky CIIO, Heo6X0IMO HMETh IIPaBa JOKATEHOTO aJMUHACTPA-
topa OC.

[lepen sxcruryaranueit moacuctemMsl Mumeprem-Kiuenm HE0OX0IUMO OCYIIECTBUTH YCTAHOBKY U
HACTPOMKY KOMITIOHEHTOB MOJICUCTEMBI B CJIETYIOILIEM MOPSJIKE!

1. Hacrtpoiika COMyTCTBYIONIETO MPOTPAMMHOI0 00eCeUeHHs, HEOOXOIUMOTO TSI HOPMAIbHOM
paboTHI C MOACUCTEMOM.

a. IlepeueHp CTOPOHHErO MPOrpPaMMHOTO OOECICUeHHMs, KOTOPOE HEOOXOAMMO TpeIBapH-
TENBHO yCcTaHOBUTh HAa APM kimeHTa, npuBezieH B pasj. 1.2 «TpeGoBaHus K IPOrpamMm-
HOMy oOKkpyxeHuto» [cTp. 8]. Ilpm BeIOOpe Bepcuii croponnero IO HeoOxommmo
PYKOBOJICTBOBATHLCSI 0OCOOEHHOCTSIMU Hcnionb3oBanus [10 (cm. pasn. 1.6 «OcobeHHOCTH
ucojb3oBanus opaysepoB u OC pa3nuuHbiX Bepcuit» [cTp. 11]).

b. B cnydae coequHeHust ¢ 6aHKOM MO POTOKOIY TLS HeoOXoauMo nmpeiBapuTeNbHO BbI-
NOJHUThH YCTaHOBKY cepTu(uKaTa, BelgaHHOro 6aHkoM Ha APM mosb3oBaTens moacu-
cteMsl. J{71s1 ycTaHOBKM cepTH(HKaTa BOCIIOIB3YHTECh TOKYMEHTAMEH pa3padoTInKa.

C. [Jns nacrpoiiku CIIO BblnonHUATE ACUCTBUS, ONMUCaHHBIE B I'p. HHCTP. «HacTpoiika co-
nytcrBytoriero [10» [ctp. 14].

2. YCTaHOBKa KOMIIOHEHTOB MOACUCTEMBI Mumepnem-Knuenm na APM kinuenTa. 11 yCTaHOBKH
KOMITOHEeHTOB (Cab-(haiitoB) BEITOIHKUTE AEHCTBIS, ONMCAHHEBIE B HHCTP. <Y cTaHOBKa / 0OHO-
BJIeHHEe KoMIIoHeHTOB APM kinenra moacucrems! Marepuer-Kauent» [crp. 23].

3. Hactpoiika napaMeTpoB BX0/ia B CHCTEMY C THIIOM 3alllUThl KaHalla OHOCTOpoHHMM SSL. Jls
HACTPOMKH MapaMeTpPOB BXO/a BBIMOJIHUATE ASHCTBHS, ONMCaHHbIE B HHCTP. «HauanbHas Ha-
CTpOiiKa MapaMeTpoOB BXOJa B CHCTEMY C THIIOM 3allldThl KaHajla OJHOCTOPOHHUMU
SSL» [ctp. 26].

1.5. OnucaHue npouecca obHoBNeHUA
KOMNoHeHToB APM kK/J1iMeHTa

Oo6Hnosnenne komnoHeHToB APM knueHta moxcuctemsl Mumepuem-Kiuenm WHALMHPYETCS Ha
cropoHe Oanka. Ecii Ha cepBepe OaHKa MosiBUIICS nakeT oOHoBIeHUH (Cab-daitnbsr) APM, To npu
BXOJI€ Ha MIaBHYIO CTPaHUILy caliTa WK TIOCJIE BXO/1a B IOACUCTEMY OyAET NPEAI0KEeHO yCTAHOBUTD
komioHeHThI ActiveX. J{7st Toro 4To0bl yCTaHOBUTH KOMITIOHEHThI APM KiIMeHTa O/ICUCTEMBI BbI-
MOJTHUTE JICHCTBHUS, OMTUCAHHBIE B MHCTP. «YCTaHOBKA / 00HOBICHHE KOMITOHEHTOB APM KirenTa
nozacuctembl Matepuet-Kiment» [ctp. 23].
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OO1ue cBegeHnus

NMpuMmevyanue

[Mopsinok nercTBUN, KOTOPBI HEOOXO0AMMO BBIIOJHUTD JJISl YCTAaHOBKH I1aKeTa OOHOBJICHHUH HE OTIIH-
yaeTcs OT MopsiaKa ASHCTBUM MPU EPBOHAYAIBHOM YCTAHOBKE KOMIIOHEHTOB IOACUCTEMBI, IPOU3BO-
JUMBIH C caiiTa 6aHKa.

B cirydae oTka3a OT yCTaHOBKH ITakeTa OOHOBIICHHI HET FApaHTHH, UTO MmojicucTemMa Oy et paboraTh
JIOJDKHBIM 00pa3zoMm.

1.6. Oco6eHHOCTM ucnoJsib3oBaHusa 6paysepos
n OC pa3nnMuyHbIX Bepcum

1.6.1. OcobeHHOoCcTM paboTbl ¢ OC Windows Vista

B OC Windows Vista peanm3oBan MexaHH3M KOHTPOJIS YUETHBIX 3amuceit mons3oBareneii (UAC),
MIPU3BAHHBIA MOBBICUTH 0€30MACHOCTh CHCTEMBI. JJaHHBIN MEXaHW3M B YHCIIE MPOYETO OCYIIECT-
BJISICT KOHTPOJIb OOpaIlieHUs NPUIOKEHHH K (aiiiaM jKecTKOro aucka. [Ipu MmombITKax 3arvcu
MPHIOKEHUEM JaHHBIX Ha )KECTKUH JUCK, a TAKXKE MPHU MOMBITKAX YCTAHOBKH MTPOrPaMMHOI0 00ec-
MeYCHUS, MEXaHN3M KOHTPOJIS YUETHBIX 3amucel Tu60 TpeOyeT MoATBEpKACHHS HE0OX0INMOCTH
BBINIOJIHEHUS feiicTBus (cM. puc. 1.1), mubo 3anpemiaer ero.

KOHTPO.III:-Y‘IETIII:IXBBI’IHCEE NoNL30BaTENEH

@ Windows Tpebyerca paspeweine Ha NpoOoDHEHHE

Ecnu 3To AeACTBKME 3aMYWEHD BaMK, TO NPOLOTHKaNTE,

@ YCTEHOBLWLKMK HaacTpoek Internet Explorer
( Microsaft Windows

vlCBEuEHHﬂ MpoAoTHUTD | OTMeHa I

KoHTponE Y4eTHbIX 3anucel (UAC) noMoraeT NpenoTEpaTHTE
HECAHKLWOHMDOBAHHBEIE M3MEHEHA Ha KOMMEHOTEPE,

Puc. 1.1. 3anpoc UAC noaTBep:KaeHusi HEOOXOAUMOCTH BbITIOJTHEHHS e CTBUS

[TockonbKy KIMEHTCKast YacTh MOACUCTeMbl MHmeprnem-Knuenm B mpoiiecce cBoe paboTel o0pa-
maercs K (QaityiaM jKeCTKOTO JUCKA, TO JUIS MOJIHOIICHHOW paboThl TpeOyeTcs MO0 MOCTOSHHOE
MTOATBEPK/ICHHE HEOOXOAMMOCTH BBITIOJHEHUE JCUCTBUS, TMOO OTKIIOYCHHE KOHTPOJIS YYETHBIX
3aII1CEN.

OO6pareHre KIMEHTCKON YaCTH MOJICUCTEMBI Mumepruem-Kiuuenm K KECTKOMY JTUCKY OCYIIECTBII-
S€TCS B CIIEAYIONINX CITyqasx:

* VYcTaHOBKa 3arpyaeMbIX IpU BXoJie Ha caiit cab-daitnos kpunrorpaduueckux 6OIHMOTEK U
kommorenToB ActiveX. B npomecce ycranoBku UAC Oyaer 3ampaiinBaTh MOATBEPKACHUS O
HEOOX0IMMOCTH MPOBeCHUs ycTaHoBKH (cM. puc. 1.1).

*  OcymecTBieHne KpUNTOrpadhuIecKux Orepannuii MOJIMICH JOKYMEHTOB U TPOBEPKH MOATHCH.
Ecnu xpurnorpaduyueckre KIIFO9M XpaHATCS Ha JKECTKOM JHCKEe KOMITBIOTEpa, TO MPH HUCITOIb-
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30BaHuM psga kpunrorpaduit UAC 3ampemiaeT oOpallieHHe K KPUNTOrpaQuuecKuM KIIrodam
(cm. puc. 1.2). B aToM ciydae He0OX0IUMO JIHOO0 pa3MelieHre KpunTorpadhuueckux Kirouei Ha
CMEHHBIX HocuTelsix (cM. pasj. 9.4 «HacTpoiika mapaMeTpoB KIIFOUEBBIX HOCUTENEH aOOHCHTOB
DUII» gok. Pykosoocmeo nonvzosamens), mibo orkarouenne UAC (cMm. uncetp. «Hactpoiika
Windows Vista» [cTp. 20]).

Windows Internet Explorer | x|

FMKIUM HE MPOLLAKM NPoBEPKY, YOEOWTECE, UTOD B CUMTEIESHILLES
l . YCTPOWCTEO YCTEHOBNEH TPefyeMblR KNHYES0R HOCUTENE W
NEPEMETPEI KIKYEEOrD HOCMTENA BRIfpaHHoro SBoHEHTA
HECTPOEHE! BEPHO.
MonpofyiTe NOBTOPHTE ONEPaLMID ele pas, B cnydae Heyaaqm,
noxanyicra, obpatuTecs B cnyxby nogaepxic Bawero banka
(Owwmbka BrinonHeHHA, Error (number: -9) on exec function:
GetUserUID (@aiin 0TKPEITOrD KNKIYa HE HARAEeH MK
noBpemAeH)).

Puc. 1.2. CooGienue, Bo3nukawmee npu 3anpere UAC odpamennst K KpunrTorpagpuyeckum KJIn4am

* CoxpaHeHHE MapaMeTPOB KIIOUEBBIX HOCHTENEH JOKaNbHO B (ailie Ha >KECTKOM [HCKe
(cm. pas3n. 9.4 «Hacrpoiika mapamMeTpoB KIIIOYEBBIX HocuTenel abonenToB DLII» nok. Pyko-
600cmeo noavzoeamens). Ilpu MONMBITKaX COXpaHEHHUs MapaMeTpoB Ha xecTtkoMm nucke UAC
3ampeniaeT oopaiieHne K 1McKy. B aToM ciyyae Taxoke HeoOxoaumMo Jaubo pasMereHue ¢aiina
C mapamMeTpaMy KIIOYEeBBIX HOCHTENEH Ha CMEHHBIX HocHuTensax, jubo otkimodeHnne UAC
(cM. muCTp. «Hactpoiika Windows Vista» [ctp. 20]).

OcralibHbI€ MIPOIIECCHI, BBHITTOIHAEMbIE KIIMEHTCKOHN YacThlo NOAICUCTEMbI MHmeprnem-Kiuenm, npu
ucnonb3osaunn Windows Vista mpoTekaroT Tak e, Kak IIpH MCIIOIB30BaHUH 00llee paHHUX IIPO-
nykToB cemeiictBa Windows.

JI71st OTKITFOYEHHSI KOHTPOJISL YUETHBIX 3aIUCEH, €CITH 3TO HE0OXOIMMO, BBITTOIHUTE ICHCTBHS, ONH-
canHbie B MHCTp. «Hacrtpoiika Windows Vista» [ctp. 20].

1.6.2. OcobeHHOCTM neyaTt AOKYMeHTOB B Internet
Explorer

IMTeuats mokymeHTOB B Opay3epe Internet Explorer moxer ocyiiecTBIsAThCS HEKOPPEKTHO B CIydae
UCIIOJIb30BAHUS JJIs TAPAMETPOB MeYaTH 3HAUCHUH 10 YMOTYAHUIO MM HEIOMYCTHUMBIX 3HAYCHHIA
nieqataeMasi popMa MOXKET He TOJHOCTBIO MOMEIIAThCS Ha JIUCT. JIJIsl KOPPEKTHOM MeyaTu JOKY-
MEHTOB HE0OXO0JMMO U3MEHHUTh 3HAYCHUsI TapaMeTpoB Tedat Opaysepa Internet Explorer B coot-
BercTBHU ¢ 1. 12 - . 19 uHcTp. «HacTpoiika 6pay3sepa Internet Explorer» [ctp. 14].

NpunMmevyaHue

Ipu ucnons3oBanuu O6paysepa Internet Explorer 7.0 MoeT BO3HHKATh MpobiieMa, CBA3aHHask C HEBO3-
MOXKHOCTBIO 3aIpeTa aBTOMATHYECKOTO CKATHS ITeYaTaeMbIX (hOpM 10 pasMepoB CTPaHULBI. ABTOMa-
THYECKOE CXKaTHE NPU HEKOPPEKTHO 33JaHHBIX pa3Mepax IIOJeH CTPAHWIBI MOXXET NMPUBOAUTH K
HEJOIyCTHMOH CTEIIeHH CxKaTHs eyaraeMbix Gopm. B ciayuae eciu B Bameii Bepcuu 6paysepa oTcyT-
CTBYET BO3MOXKHOCTb YNPABJICHHS aBTOMATHYECKHM CXXATHUEM IIPU I€YaTH, YCTAHOBUTE IOCIIEIHUN
maket ooHoBIeHus L1t OC Windows. [TompoOHast HHpOpMAIHst 00 OTIMCaHHON MPOOJIeMe U3IT0XKEHA B
crenyromieit cratee: http://support.microsoft.com/kb/932538/.
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1.6.3. OcobeHHOCTM NeyaTm AOKYyMeHTOB B Opera

IMeuyats 1O0KyMeHTOB B Opay3epe Opera MoXeT OCyIIeCTBISATHCS HEKOPPEKTHO B CITydae UCIOJb30-
BaHMs TS [TAPAMETPOB ME€YaTH 3HAYCHHUH 110 YMOITIaHHUIO: IeyatacMasi hopma MOKET HE OTHOCTHIO
MOMEIIATHCS Ha JIUCT. JIJIsl KOPPEKTHOM MeYaTH JOKYMEHTOB HEOOX0AMMO H3MEHHUTh 3HAUCHHUS T1a-
pameTpoB meuatn Opaysepa Opera B coorBerctBuu ¢ paza. 2.1.2 «Hactpoiika Opaysepa
Opera» [cTp. 20].

1.6.4. OcobeHHOCTM MacwiTabupoBaHusa B Internet
Explorer
IIpu paboTe ¢ HEKOTOPHLIMK BUAAMH JOKYMEHTOB B Opaysepe Internet Explorer otnespHble u3 moseit
MOTYT OTOOPaXaThCs HEKOPPEKTHO. DTO MOXET OBITH CBS3aHO C HEMPABWIHLHBEIM BHIOOPOM Mac-

mTaba BeO-cTpaHUIlBL. ISl KOPPEKTHOTO OTOOPaKEHHS BCEX IMOJIEH B JOKYMEHTaX HEOOXOIMMO
mepe HadanoM paboTsl B Opaysepe Internet Explorer ycranosuts Macmra6 **100%"".

1.6.5. OcobeHHOCTM ycTaHOBKM APM KnneHTa
noacucremMbol MHTepHeT-K/IineHT Ha BUPTYaJZibHbIX
MaluMHaXx

B cnyuae ecnu miiaHupyeTcs BBITOJHUTH YCTaHOBKY APM knuenrta nojacuctemsl Humeprnem-Kiuu-
eHm Ha BUPTYaIbHOW MaluHe, He00X0AUMO NPEABAPUTENBHO 00ECTICUHTS:

1. [doctyn BUpTyaqbHOH MaIllMHBI K ceTu MHTEepHeT.

2. JlocTym k HocUTeNAM KitodeBor nHpopmarmu USB-TokeH.
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NnaBsa 2. MHCTpYyKUMM NO
noarotoeke APM

2.1. HacTtpouka conyrtcreyrouwero No

Hacrpoiiky comyrctBytomero [10 Heo0X0I1MMO BBIOIHHUTH st TOAroToBku APM kimenTa mnoj-
cuctembl Mnmepnem-Kiuenm (cMm. pasa. 1.4 «Onucanue npouecca noarotoBku APM kinmneHTa
nozacucrembl Matepuer-Kiment» [ctp. 10]).

2.1.1. Hactpoika 6paysepa Internet Explorer

Jlns Hactpoiiku Opay3sepa Internet Explorer:
1. CranpaptHbiM 00pa3om oTkpoiite Opaysep Internet Explorer.
2. B 3aBucumoctu oT Bepcun Opay3epa BIOEpPHUTE IIYHKT MEHIO:

a. gus Internet Explorer 7.0 Beibepute Cepruc (Tools) — CapoiicTBa o6o3peBaTelist
(Internet Options).

b. mns Internet Explorer 8.0 Bribepute CepBuc (Tools) — CaoiicTBa 0603peBaTes
(Internet Options).

c. aus Internet Explorer 9.0 BeiGepute CepBuc (Tools) — CaoiicTBa 06o3peBaTesist
(Internet Options).

3. Orkpoetcs okno CroiictBa O6o3peBaress (Internet Options).

4. Tlepeiinure k BkiIaake bezomacuoctn (Security).
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WNucrpykiun no noaroroske APM

CeoiicTBa obo3peBaTensa EE

CoAepdaHHe | Mok nHHeHHA | Mparpardtel | A0NoAHKTENEHD
CIALLHE BezonacHoCTE K. OHBHABHUMANEHOCTE

BribepHTe 30HY ANA HACTROMKH B2 NapaMeTpoE DE30NacHOCTH,

@ €« v 0O

MHTEpHET MecTHaa HaaewHeie y3nel  OrpaHy-en ™
1 | 3

WMHTEepHeT
b=} |
0 JoHa anAa ysnos MHTepHETa, Kpome

EENHYEHHELX B 30HBl HaAE¥HBIX H
Or paHMYEHHELX Y¥ZN0E,

~ ¥poEeHE BESONACHOCTH ANA 3TOH 30HEI
PazpelleHHEIe YPOEHH: 0T CPEAHEMD A0 BEICOKOrD

- I - Bblwe cpegHero
- MoaxoanT 4NA SONBWHHCTES Y3N0E
K i - 3anpoc Nepes sarpysKoA oNacHoro Co4epMHoro
= = - HenoAnHEaHHRIE 30EMEHTER! ACtives HE Sarpy¥arToA

Apyron. .. Mo Moy aHHH |

BeIOpart ypoEeHs DESONACHOCTH MO YMONHaHMHD 405 BCEX 30H |

DTMEHS [TEMHMEHHTE: |

Puc. 2.1. Bkiaaaka Ge3onacHocts okHa CBoiicTBa o603peBareisi Opay3zepa Internet Explorer 7.0
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WNHucrpykuuu o noarotoske APM

Internet Options 7 x|

General  Securiby |F‘rivac3-' I Content | Connections I Progrars | Sidvanced I

Select a zone ko view or change securiby setkings.

o @ v oF

Inkernet Local intranet Trusted sites Restricted 5 -
4 | »

Internet .
. . . Sites |
@ This zone is For Internet websites,

except those listed in trusted and
restricted zones,

— Security level For this zone

Custom

Cuskam sekkings.,
- To change the settings, click Custom lewel.
- To use the recommended settings, click Default level,

Custom level,,, Default level |

Reset all zones ta default lewvel |

OTMEHS | anﬂEHHTbl

Puc. 2.2. Bkiaaka Ge3onacHocTh okHa CBoiicTBa 0003peBarens opay3epa Internet Explorer 8.0
5. Bsibepure 30ny "'Viurepuet' (""Internet') s HacTpoiiku ee 6€30MaCHOCTH .

6. B Onoke YpoBenn 0e3omacHocTH 1Js1 3T0if 30HbI (Security level for this zone) maxmure
nocneioBatenbHo kHOMKY I1o ymoruanuo (Default level) 3atem knonky Jlpyroii... (Custom
level...).

7. Orkpoetcs okno ITpaBuiia 6e3omacHocTh (Security level).

16
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WNHucrpykuuu o noarotoske APM

Security Settings ﬂ E |

Loose xaML

{3 Disable
{¥)} Enable
) Prompk

) Cisable

{¥) Enable

{3 Prompt
,_G:g %P5 documents

{) Disable

{*} Enable

) Prompt

,\
i Akt Teebeole s closiee

4

._Og Windows Browser Applications

| o

—Reset custom setkings

Reset to: IMedium

j Reset |

o]

Cancel |

Puc. 2.3. Oxno IlpaBujia 6e30nacHOCTH

8. B 6noke IMapamerpsi (Settings) 3anonHuTe mosist MapaMeTpoB COTJIACHO 3HAUCHUSAM, MIPUBE-

JIEHHBIM B CIIEAYIOMIEH TaOIuIe.

NMpuMmeuanue

AHTIMICKHE U PyCCKHE TePMHHBI IPUBEICHBI YePe3 KOCYIO YepTy.

Tadmauua 2.1. [TapameTpsl Ge3omacHocTy A3 6paysepa Internet Explorer

Hacrpotika

3HaueHue [Tpumeuanue

ActiveX controls and plug-ins / Daementsr ActiveX 1 MOIyJIH TTOIKITFOYESHUSI

Download signed ActiveX controls / 3arpyska moarmu-
CaHHBIX 37eMeHTOB ActiveX

Enable / Paspemmts

Download unsigned ActiveX controls / 3arpyska He-
MOAIIMCAHHBIX 1eMeHTOB ActiveX

Disable / Otkmrounts

Initialize and script ActiveX controls not marked as
safe / Ucnonbp3oBanue sneMeHToB ActiveX, He rmome-
YEHHBIX KaK 0€30I1aCHEIE

Disable / Otknrounts

Run ActiveX controls and plug-ins / 3amyck snemen-
ToB ActiveX u MoyJIei oIKITIOYeHUSI

Enable / Paspemuts

Script ActiveX controls marked safe for scripting /
BeImonuaTh ciieHapuu smeMenToB ActiveX, momeuen-
HBIX Kak 0e30I1acHbIe

Enable / Paspemmts

Automatic promting for ActiveX controls / Asroma-
THYECKHUE 3aITPOChI DJIEMEHTOB yrpaieHus ActiveX

Enable / Paspemuts
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Cookies / ®aiine! "cookie"

Allow cookies that are stored on your computer / Pas-
PELTNTD UCIIONB30BaHMe (paiiioB «COOKie», KOTOpEIe
XpaHATCA Ha BallIEM KOMIIBIOTEPE

Enable / Paspemmuts

Allow per-session cookies (not stored) / Paspemuts
MCIIONIb30BaTh BO BpeMs cearca (haitios «CooKie» (u3
CeTH)

Enable / Paspemuts

Downloads / 3arpyska

File download / 3arpyska ¢aiina

Enable / Paspemuts

Font download / 3arpysxka mipudTa

Prompt / TIpemarars

Java / d3eik Java

Java permissions / Pazperienus Java

High safety / Beicokas 6e3omac-
HOCTh

Miscellaneous / Paznoe

Access data sources across domains / Jloctyr k uc-
TOYHHUKaAM JaHHBIX 3a IpeaciaMu JO0MECHa

Disable / Orkmrounts

Drag and drop or copy and paste files / Tleperackusa-
HUE WIN KOTMPOBAHNE W BCTaBKa (hailyios

Prompt / TIpemarats

Installation of desktop items / YcranoBka anemMeHTOB
pabouero ctona

Disable / Otkinrounts

Launching programs and files in an IFRAME / 3anyck
npuiioKeHui u ¢aitnos B okae IFRAME

Disable/Otkmrounts

Navigate sub-frames across different domains / TTepe-
X04 MEXIY KaJpaMy 4epe3 pa3Hble TOMEHBI

Disable / Otkmrounts

Software channel permissions / Pasperenus kanana
MPOTPaMMHOTO 00eCTICUCHUS

High safety / Beicokast 6e30mac-
HOCTb

Submit nonecrypted from data / [Tepenaya He3ammd-
POBaHHBIX JAHHBIX (l)OpM

Enable / Paspemuts

Userdata persistence / Y cToHYMBOCTh JaHHBIX IIOJIB30-
BaTeIIst

Enable / Paspemuts

Allow script-initiated windows without size or
position constraints / Paspemiars 3amyIieHHbIe CIIeHa-
pueM okHa 06e3 OrpaHWYCHUI Ha pa3Mephl U TIOJI0Ke-
HUC

Enable / Paspemmuts

Heob6xonumo Ha-
CTPOHTH MapaMeTp
I1s1 Opay3epoB Bep-
cnn 6.0 u BeIIIE

Scripting /

Cuenapun

Active scripting / AKTHBHBIE CLICHAPUH

Enable / Paspemuts

Allow paste operations via script / Paspemuts onepa-
WA BCTABKHU U3 CLICHAPUs

Disable / Otknrounts

Scripting of Java applets / BeIoaHATE ClleHApHH IIPH-
JIOKEeHMH Java

Disable / Otkmrounts

9.
CTPOWKH HapamMeTpoB 0€30MaCHOCTH.

Haxxmute xHonky OK oxua IpaBuia 6e3onacuoctu (Security level) ans 3aBepienus Ha-
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10. Tlpu HeoOXoaMMOCTH J00aBBTE aapec caiTa OaHKa B CIIUCOK JOBEPECHHBIX CalTOB:

a. TIlepeiinure k Bkiaake be3somacHocth (Security) okna CpoiictBa OGo3peBaTelist
(Internet Options).

b. Buibepute 30ny ""IoBepenneie cantTu' (M'Trusted sites')u HaXMHTE KHONKY
Viaasl (Sites).

C. B oTkpbiBIIeMCsI OKHE B MOJIe BBOJA BBEAUTE ajpec caidTa 0aHKa M HAXKMHUTE KHOIKY
Jo6asuts (Add).

d. 3axpoiire OKHO.

11. Haxwmute mocnemoBarenbao kHonky Ipumenuts (Apply), 3atem kaonky OK mis coxpane-
HUS CIICJIAaHHBIX M3MEHEHHH.

12. Bwibepute nyHkT Menio Daiia (File) — IMapamerpsl cTpanunsi (Page Setup).

13. Orkpoercs okHo [TapameTpsl ctpanunbl (Page Setup).

Page Setup m |

— Paper Optionz — MNona [km)
Page Size: Left: |2D—
|44 = e
{* Portrait " Landscape Tom Im—
™ PFrint Background Colors and Images Bottom: |5—

W Enable Shrink-to-Fit

— Headers and Footers

Header: Footer:

[-Empty- =] | Empty- [
[-Empty- =] |Empty- [
[Empty- =l |Empy- [
Change Font |

0k I Cancel |

Puc. 2.4. Oxno ITapamerpsnl crpanuibl (Page Setup)

14. B oGnoke Ilapamerpnr Oymaru (Paper Options) 3anonnure moje BeiOopa KHuKHast
(Portrait).

15. [ns moneit 6oka IMoast (mm) (Margins (millimeters)) ycranosute cieyroriye 3HaUYSHHS:
a. Jlesoe (Left) — ne 6omee ""20"";

b. TIpasoe (Right) — ne 6omee "'5"";
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16.

17.

18.

19.

c. Bepxuee (Top) — He 6omee "'10™;
d. Humxuee (Bottom) — ne 6omee "'5"".

Bo Bcex nossix Beibopa 6;10ka Komonruryawl (Headers and Footers) Boibepute 3HaueHme
II—HyCTo—II (ll_Empty_ll)'

B HekoTopbix Bepcusix Opaysepa Internet Explorer peannszoBana Bo3MOKHOCTD yMECHBIICHUSI
pa3MepoB IeYaTaeMoro JOKYMEHTa 10 Pa3MepoOB CTpaHuIIbl. JlaHHast GYHKIHS JOJDKHA OBITH
OTKIIO4EHA. JJist OTKIIFOUCHHs (QYyHKIUK CKATHS CHUMHUTE 3arojHeHue nojis CKHMATH 110
pa3mepy crpanunsi (Enable Shrink-toFit).

NMpuMeuaHue

ITpu KcHoTb30BaHUK HEKOTOPHIX BepcHii Opay3epa Internet Explorer dynkims aBTomMaTnaeckoro
CKaTus TIPY NeYaTH MOXKET OBITh BKIIFOUEHA 0€3 BO3MOKHOCTH €€ OTKIIOUEHHMs. Pemenne mpo-
OJIeMbI yIpaBJICHUS] aBTOMAaTHYECKUM CXKAaTHEM OMUcaHo B pasf. 1.6.2 «OcobeHHOCTH meyaTu
nokymenToB B Internet Explorer» [cTp. 12].

IIJ'I)I OCTAJIbHBIX IMMapaMETPOB OCTABLTC 3HAYCHUA 110 YMOJIYAHUIO.

Haxxmure KHOIIKY OK AJI COXPaHCHU A BBINTOJIHCHHBIX H3MCHCHHIA.

2.1.2. Hactpoika 6paysepa Opera

s mactpoiiku Opaysepa Opera:

1.

2.

CranmapTHBEIM 00pazom oTkpoiTe Opaysep Opera.
Bri6epure mynkt mexto Ileuats — [MapameTphl neyaTw.
Otkpoetcs okao [lapameTpsbl meyaTwu.

Cuaumure 3anonHeHue nois [lo mmpuHe aucra.

Haxxmure KHOIIKY OK AJI1 COXPAaHCHU A BBINTOJIHCHHBIX H3MCHCHHIA.

2.1.3. Hactpoika Windows Vista

B ciryyae ucnonb3oBanust OC Windows Vista pekoMeHIyeTcs OTKIIOYUTh MEXaHH3M KOHTPOJIS
y4deTHbIX 3anuceit (cM. pasa. 1.6.1 «Ocobennoctu padorsl ¢ OC Windows Vista» [ctp. 11]).

OTKIIIOYCHHE MEXaHU3Ma KOHTPOJIS YYETHBIX 3aMiced, ClM 3TO HEOOXOIUMO, OCYIIeCTRISCTCS
CIIETYFOIIIM 00pa3oM:

1.

Oro6pasure manens yapasiaenus Windows (Control Panel).
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2.

3.

4.

5.

B

Cwcrema v ee obonyxmsaHue
Havane patote ¢ Windows

PESEF}EHCE KOoNWpOBEdHHE JaHHBIX
KoMNBeHOTERS

BEesonacHocTts
Mpoeepka cOGHOBASHKA

@ PaspelueHre 3anycka Nperpammel
yepes Bpanamayzp Windows

CeTb 1 MHTepHEeT
MpocMmoTp cocToAHKA CETH M 33434
Hacrpoika oBuwere gocryna k gainam

ObopyaoeaHwe W 3BYK
ABTOMATHYECKOE BOCTIPOUIBEEHHE
KOMNAKT-ANCKOE M APy HoCUTened
MpuHTEp

MeiLue

[NporpamMme
¥aaneHue nporpamMmel
HacTpoiika asTozarpysxs nporpasm

YueTHble 3anmck

noAL30BaTeENnen
@ |r'13|'-,|EHEHIr1E TANA }"‘-IETHCI:i FANKUCK

Odopmnerne n

NepPCoOHanM3aLa

WMamenenne drioHoBOMD pUCYHKE paBoderc
cTona

WMzmeHnTE LUBETOBYHD CXEMY
Hactpofika paspelueHna 3kpaHa

Yacel, A3LIK 1 PervoH

CrieHa KN3aBMaTypbl MK 4pyTrx cnocoboe
BECA3

MzpreHerne Asbika oToBpakeHna
WHTEpeRca

CneumancHble BO3MOMXKHOCTH
Pekcmengyemere Windows napamerpel
OnTumMusaums oToBpakeHna Ha 3KpaHe

,ﬂ.DI’IDﬂHHTEﬂthIE napamMeTpbl

Puc. 2.5. ®parmenT nanesau ynpasienus Windows

BriOepuTe MyHKT Y4eTHbIE 3alIUCH M0JIb30BaTeJIeH.

Cucrema OT06paBI/IT OKHO HaCTpOfIKH YYCTHBIX 3aIKCel MOJIb30BaTEICH.

YueTHble 3aNMcK NoOAL30BaTENER

MzmeHeHne PHCYHE _\_.-"-IETHCIH JANKUCKH

¥ Mpeaocrasnermne Apyrum NONE3CBATENAM AOCTYNE K KOMNBHITERY

¥ Mzraenenne Tuna yuetHoi sanncmn

Windows CardSpace

':rfI'IFJaEﬂEHHE I.r1H¢CF]I'\-1ﬂLI,Ir1CHHbIh-1I.—1 KapTami 4na NoJeniYeHnA K MHTERAKTHUEHbBIRM CJ'I_\_DK@EM

Puc. 2.6. OxHO HACTPOHKH y4eTHBIX 3anuceil MoJab3oBaTeei

BriOepuTe MyHKT Y4eTHbIE 3aIUCH M0JIb30BaTeJIeH.

Cucrema 0T06p8_31/IT OKHO M3MCHCHUA MapaMCTPOB y‘IeTHOﬁ 3aIllMCH I10JIb30BaTCIIA.
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BHeceHWe W3MeHEHWH B YUETHYH 3alWUCh NONL30BATENA

¥ Brnrouenmne win oTKIFOYEHNE KOHTPONA yHeTHbIX 3anucei (UAC)

¥ ¥Ynpaenenue yyeTHBIMK 33NNMCAMM NONB30BATENE

MzmeHeHne cBoEro pUcyHKa

UroBel CMEHWTE NAP0AE, HEXMATE Knasuwn "Ctrl+Alt+Del”, a 3atem kHonky "CMeda napona”

Puc. 2.7. OKHO N3MEeHEHHUSsI MAPAMETPOB YUETHOI 3aIIUCH M0JIb30BaTeEIs

BeiOepute myHKT BRiIIOUeHHEe WM OTK/II0YeHHEe KOHTPOJIs yueTHbIX 3amuceii (UAC).
Cucrema otobpaszut coodmenue UAC 0 He0OXOAMMOCTH MOATBEPKICHHUS ACHCTBHSL.
Haxxmure xHOnKy IIpOaO/IKHUTS.

Cuctema oToOpa3ut okHo u3MeHeHus napamerpos UAC.

BKNOUMTE KOHTpOAb yueTHbix 3anuceid (UAC) ans nosbiweHns BesonacHocTk

KoHTpone yyetHex 3anucel (UAC) nomoraeT npesoTepaTtiTe HECAHKUWOHWMPOEIHHEIE M3MEHEHWA Ha
KOMMbIOTEPE, PEKOMEHAYETCA HE OTKNHOMETE KOHTPONb YHETHBIX 3aNWCEl, YT NOBLILIEET 3aLLUMLLIEHHO T
KOMIMBHTERE.

MenonesyATe KoHTpoAb yYeTHBX 3annceid (UAC) ana 3alumTel KOMNBHTEDE

10.

11.

12.

13.

14.

[ 0K l [ OTmena

Puc. 2.8. OxHo n3menenusi napamerpos UAC

Cunmure 3anonaenre oyt Mecnonb3yiiTe KOHTPoab yueTHbix 3anucei (UAC) s 3amu-
Thl KOMNIBIOTEPA.

Haxxmure kHOnky OK.
Cucrema BBIBEIET MTPETIOKEHNE TIPOU3BECTH Nepe3arpy3Ku CHCTEMBI.
Haxwmure xnonky Ilepesarpy3uTs ceiiuac.

Cucrema oCylIecTBHUT NIEpE3arpy3Ky CUCTEMBI.

Ilocne BeImoHEHHS YKa3aHHbIX HeﬁCTBHﬁ KOHTPOJIb YYETHBIX 3aIliCell TOJIb30BaTelIeH 6yneT oT-
KIIFOYCH.
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2.2. YcTaHOBKaA / o6HOBJ/1IeHe KOMMNOHEHTOB
APM knuneHTa noacucrteMmbl MHTepHeT-KineHT

YcranoBky koMrnoHeHTOB APM KilMeHTa IMoICHCTEMBI HE00X0IUMO OCYIIECTBISATH ITOCIIC HACTPOU-
ku conytcrBytoero I1O (em. pa3a. 1.4 «Onucanue nporecca noArotoBku APM kieHTa nojcu-
crembl Mutepuer-Kimuenr» [ctp. 10]).

B npouecce ycTaHOBKM KOMIIOHEHTOB NMOACUCTEMBI M umeprem-Kauenm Ha 3Tare JONOIHUTEIbHON
aBTOPH3ALIMH B ClIydyae UCIOIb30BaHus Opaysepa Internet Explorer 9.0 moxer morpeboBarthcs yc-
TAaHOBKA cepTH(HKATA OT EHTPa CEPTUPHUKAIIUY OaHKa.

O6HoBIIEHHEe KOMITOHEHTOB APM KiIMeHTa MOJICUCTEMBI MOYKET OCYIIECTBIIATHCS TOIBKO ¢ caiTa
6anka (cMm. pasa. 1.5 «Omucanue mporiecca 00HOBICHHST KOMITIOHEHTOB APM kimmenTa» [ctp. 10]).

Jlist yctaHoBKH / OOHOBJIEHUSI KOMITOHEHTOB TOACUCTeMbl Mumepnem-Kiuenm BBITIONHUTE Clle-
JYIOIINUE IEUCTBUS:

1. 3amyctute mMacTep ycraHOBKH KoMIoHeHTOB APM noxncucremsr Mumepnem-Knuenm c caiita
OaHka 1n00 U3 AUCTPUOYTHBA.

e Jlnsa ycraHoBku kKoMmoHeHTOB APM moncucremsl Mumepnem-Kiuenm u3 mucTpuOyTHBA
3amyctute (aiia bssetup.exe co CMEHHOTO HOCUTEJIsI, COIEPIKAIIETO UCTPHOYTHB MOICH-

CTCMBI.

» Jlns ycranoBku / 00HOBIIEHHs KOMITOHEHTOB APM kinenTa noacucremsl Mumepnem-Knu-
enm ¢ caiiTa 0aHKa BBIIIOJIHUTE CIIEAYIOIIHE AeHCTBYSL.

1. HaGepure B agpecHO# cTpoke Opay3epa aapec caiita, BblaHHOTO OaHkoM. Hampu-
Mmep, ""https://bank._ru™.

2.  OrtkpoeTcs rllaBHas CTpaHHIA caiita. Takke Ha DKpaHe OTOOPA3UTCS OKHO 3arpy3KH
koMIoHeHTOB ActiveX.

Internet Explorer - MpegynpeMceHHe cHCTEME] Be30NacHoOCTH E |

YCTaHOBMThL 3TO NporparMioe obecneuexye?
D bimA: B55 Actives library v.3.17.6.210
Mzpaten:: D00 Bank's Soft Systems

% IQDnDnHHTeanD

He yCTaHaEMMEaTE |

Daknel Mz MHTEPHETA MOMYT BbITE NONESHE], HO 3TOT THMN Gafina MomeT

NOEREAWTE KOMAOBKOTED. WCTAHAENMESATE TONEKD npoarparmel, NoNYYEHHEBIE OT
ACBEPASMOro M3A3TeNA, PaKToDb! DHCKS

Puc. 2.9. OxHo 3arpy3Kku KOMIIOHEHTOB
3. Haxwmure kHOTIKY ¥YcTaHOBHUTH (Setup).

4. TlosBHUTCS OKHO BBIOOpA SI3bIKa KOMITOHEHTOB.
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Buibop A3bIKa |

-‘: ! BLIGEPHTE Hy¥HEIR A3RIK HE CNHCKA
1

IPychnﬁ

Puc. 2.10. Boi0op si3bika
5.  BriOepute U3 pacKphHIBAIOIIETOCS CIHCKA SI3BIK YCTAHOBKH M HaskmuTe KHOMKY OK.

2. B cnmyuae ecnu Ha I1K nosip3oBaTens He ycTaHaBIMBAIUCh KOMIIOHEHTHI IOJCUCTEMBI, TO Ii€-
peiiauTe K cienyooeMy IyHKTY HHCTpYKUuH. B npoTuBHOM ciiyyae Ha sKpaHe OyneTr oTob-
PaKEHO CIEeNYyIOIIEe OKHO.

By a-e

Ha B awet komnesoTepe ofHapukeda Bepcka cucTerbl 60 BS-Chent w3 WamepreTFnwear"' Garka BS55L 017 peamaa (317 6.610)
Bt ycramapwipaete cuctery JIE0 BS Chent +3 'Wrureprer Konsert” Sareca Jemo Sarw 017 penesa [317 EE10).

Ecm Bl xoTuTe nepeycTaHosuTE CHCTEMY ANA TEKYW ero Nos3oeaTens kaeanme kiorey ' Tipogomwums",
Ecii Bbl 40THTE YCTAHOEHTE CHCTEMY ANA HOBOT D NONBS0EETEN HaEMuTe kHonky ' Tipononsure'

JlnA OTHEHS] UCTSHDEXH HamadTe KHONKY “OTrasHiTe "

OTreta

Puc. 2.11. YBenomieHue 0 HAJIMYUM PaHHEH BepcHu
Haxxmute kHonky JaJee.

3. IIpou3oitnér nepexoa B IIaBHOE OKHO MacTepa YCTAHOBKH.

i® 160 BS-Client ¥3 "Murepuer-Knvent" _ | O] |

B ac NnpuEETCTEYET Nporpamma WHCTannAuWd J6D ;I
BS-Client +3 "MurepHer-KaueHT" kornadmm
BSS.

Mporpardrda BS S etup ‘Wizard BEIN0AHKT YCTSHOBKY
cucterel OE0 BS-Client »3 "MHTepHET-K AueHT"
BaHka Merdo GaHk eepoud 3176610 Ha KoMMEKTER.

[ 1A Npadan#keHHa HameTe kHonky Oanee'.
-——____"___- -
- -

& OEEE MNFPEOYNPEX OEHHE: danHan nporparaa
B_SS LLC SAWMILEHA 3aKOHANM 0 AETORCKMY NPABas W
URL: v bssys. com MEHIYHAPOAHEINMM COMNAWEHHARM,

o] | _'|_I
Hanes I OrreHa |

Puc. 2.12. I'1aBHOe O0KHO MacTepa YCTAHOBKH

4. Haxwmure kHOTIKY [laJiee.
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5. IIpowusoiiner mepexoa B OKHO BEIOOpa KaTaiora yCTaHOBKH.

§% /160 BS-Client ¥3 "MHTeprer-Knvent" =] E3 |

Hastraure kHonky “Lanse", yTodkl YoTSHOEWTE B STY
nanky.

Hastraure kHonky ..."', yTofkl BRINOAHKWTE YCTSHOEKY B
APYry Nanky,

B cnyyae odHapy#EHMA pAHEE YCTAHOENEHHON BEEPCHM

BRIGOD NYTH YCTAHOEKM GUnET HEAOCTYNEH.
Hasraure kHonky “Hanee"'.

Yeranoeka OED BS-Clent «3 "MHTepHeT-Kauert" &

= Bank's Soft Spstems
URL: voww. bssys. com Iu::'\F'n:ugram FilestBSS Internet-Clients |

Hazan OTrieHa |

Puc. 2.13. Be16op kaTanaora ycTaHoBKH

6.  Haxwmure kHOIKY su CTaHJIAPTHBIM 00pa30M BBIOEPUTE KAaTaJIOT YCTAHOBKH.

MpumeuaHune
B ciiyyae oOHapyKeHHUS paHee yCTAaHOBICHHON BEPCHH BBIOOD KaTajora yCTaHOBKH OyAeT Helo-

CTYIICH.

7. Haxwmure kHonKy [aJee.

8. Cucrema OCyIIECTBUT YCTAHOBKY KOMIIOHECHTOB M Ha 3KpaHe MOSIBUTCS COOOIICHHE 00 yCIIel-
HOW yCTaHOBKE MOJICUCTEMBI.

._%J Mporparea BS5etup Wizard yonewHo yoTaHoekna B0 B5-Chent v3 “WHTepHeT-KnuexT" B2poie 3.17.6,610 Gamra Aemo BaHK

Bbl HoMeTE 33ATH B MHTEpHET-BaHK No aapecy:
bkt P bark, g

Ana Bawero y4obcTEa 3TA CoBINKa Tawe Beina pasmewexa B meso "Tyo"...

Puc. 2.14. CooOmenne

9. BHumatensHO MMpoOYTHUTC COO6H.[€HI/IG " HAXKMUTC KHOIIKY OK AJId 3aBCPUICHHA YCTaHOBKHU.

2.3. HayanbHaA HacTpoukKa NOACUCTEMDbI
NHTepHeT-K/1ineHr

HauanbHas HacTpolika NOACUCTEMBI OCYILECTBISETCS MOCHIE YCTAHOBKH KOMIOHEHTOB APM kiu-
enTa noxacucremsl Mumepruem-Knuenm (cMm. pasm. 1.4 «Omucanue mporecca MOArOTOBKH APM
KiaueHTa moacucreMsl Muatepuer-Kmment» [cp. 10]).
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2.3.1. HayanbHaa HacTpoMkKa napamMeTpoB Bxoaa B
CUCTEeMY C TUMOM 3aLMTbl KaHasla OAHOCTOPOHHUM SSL

[Ipu nmepBoM BXoze B cHCTEMY IOJIb30BATENI0 HEOOXOIMMO HACTPOUTH IapaMeTphl, OTBEYAIOIIE
3a pacroioXeHne Kpunrorpadpuaeckux kmodeit. s storo:

1.

B cootBercTBUH ¢ 1. 1 A0K. Pykosoocmeo nonvzosamens - 1. 4 nok. Pyxoeoocmeo noav3osa-
mens UHCTP. «BX0ox B cHcTEMy ¢ 3aIMTON KaHajaa OJHOCTOPOHHUN SSL» nok. Pykosodcmeo
noav308ameisi OCYIIECTBUTE BHIOOpP OpraHHM3aliy, OT UMEHH KOTOPO# BbI paboTaere, U Moj-
pasaesieHus1, B KOTOPOM OCYIIECTBIISICTCS 00CIYKUBAHHE OpraHU3allHH.

Ha crtpanune JlonoaHuTeIbLHAS aBTOPU3alUs BBHIOJHUTE HACTPONKY MapaMeTpoB, OTBE-
YAFOIIHX 32 PACIIONOKEHNE KPUNITOTpapUISCKUX KITIOUCH.

¢ \

OnA BX003 B CHCTEMY TREBYRTCA JONONHHMTENEHAA JETORMSALMA.
BrificpMTe aG0HEHTa, OT MMEHW KOTOROM BY0eT NPOMSEEAEHS JONONHATENLHEA
ABTOPUZALMA:

* 1 SignPrermiera =
™ 28ignPrermiera

EyneT NpoMsee0eH TECTOERIR CRAHE CEASM C NPOEEPKON KNndel 3LMN
HACTROWTE NAPAMETREI KNOYEELX HOCHTENEA AB0HEHTOR MOMXHO 2080k,

Hanee

Puc. 2.15. Crpanuna {onojHuTeIbHAS ABTOPH3ALMA

a. B Onoke BrIOOpa 3amaiite Ha3Banue aboHeHTa JLIII, oT UMeHn KOTOpPOTrO OYyNET BHIMOIN-

HATHCA JOMOJIHUTEIIbHAA aBTOPU3aIUs.

b. BeImonHuTe HACTPONKY HapaMeTPOB KIIFOYEBBIX HOCHTENEH.

i.  Haxmure 1€BOii KHOITKOW MBIIIN Ha CCHUIKE ISl HACTPOMKH MTapaMeTPOB KIIFOUEBBIX
HOCHTEJEH.

ii. Orkpoercsi okHo HacTpoiika mapaMeTpoB KJIIOYeBBIX HOCUTe]eil a00HEHTOB
SUIL.
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: HacTpoiika napaMeTpoE KNHUEELIK HOCUTERER aboHeHrTos LM — Web Page Dialog

HacTporka napameTpoB KNoYeBkIX HocuTener aboHenToe 31N

Eeilefare a00HEHTS, NApaMeTERI KNDHSE 01D HOCATEN S §0TOROM TPeOYIT HACTEOOARN . BHECHTE H20TXO0KMEIR ASMEHEHAA.
WOENATECE, HTO MECTD AREHEHN A NANSMETE0E EIYSEOM HOCWTENA B BIGREHH0M A00HEHTE COOT BETCTEYET BIE WMk NOIOKENEHK Hl.

BhIAROWTE A0REHTE.

= 1 SignPremiera
" 2BignPrerniera

MADAMETEIR ENDHEE 00 HOCHTENA.

TR AN CEERETHOMN KNoda |D:1.BSS Btands\ I 7AZE1020060 KEEYEN1 000003 _1 IZIUUUDT@‘-EIS_CRTC‘I.CWFJMF.

DAAN OTKRELTOr KNKOUS |D:IBSS BtandsW 70281020060 EYEN1 000003_10000 III']MEIS_CRTC‘.CNMMF!

AHRPEETIRHA ENDAROUHKES COOTHOUKATOR |D:IBSS Btands1 74281020080 KIKEYEA1 000003_10000 I]1mEIS_CRTC‘.Cr\,lmD1F-

BLIGERMTE MeCT XpaHeHHa NapaMeTHoE:

& Ha cepeepe faHia
= Hanokanedom KOMNBHITERE

“ OTMEHMTE

Puc. 2.16. Oxno HacTpoiika napaMeTpoB KiI04eBbIX HOcuTe el aGoHenToB JLITII

iii. B Gioke BoiOOpa BoiGepuTe aGoneHTa BbiOepuTe Ha3BaHue abonenta DI, mst
KOTOpPOro BBI XOTHTE BBINONHUTE PEJAKTUPOBAHUE MECTa XPAHEHUS U TApaMeTPhI
KITFOYEBOTO HOCHTENS aDOHEHTA.

iv. B Onoke IlapaMeTpbl KJII0YEBOr0 HOCHTEJSI YKAKHUTEC PACHOIOKEHHE (ailiioB
kmoueBoro Habopa CK3U. HaGop nonel, npeacrasieHHbix B 0iioke [lapamerpsl
KJII04eBoro Hocuressi, 3apucut oT Buga CK3U monp3oBatens. Iloapobuee
cm. ipui. A «Ilapamerpst CK3U, noctynubie 1iis peaaktupoBanus» [ctp. 29].

NMpuMmevyaHue

B psize citydaeB cepTidUKATEI (OTKPHITHIE KIFOYN) MOTYT XPAHUTHCS HE HAa CMEHHBIX
HOCHTEISIX, a B B/l cUCTEeMBI U CUUTHIBATHCS OTTYJa Ha JIETy IIpH HeoOxoaumocTy. B
9TOM CIIy4ae 3a/1aBaTh PACIIOI0KEHUE (ailia OTKPHITOrO KIII04a U PACIOIOKEHHE Ka-
Tajora CpaBOYHUKA CEPTHU(UKATOB HE HYXKHO.

V. B Omoxe BriOOpa BbiGepuTe MecTO XpaHeHHs MapaMeTPoOB 3aaiiTe crmocod xpa-
HeHus mapameTpoB abonenta D111,

*  Jlns TOro 4TOOBI JaHHBIE MApaMETPhl XPAaHUIIUCH B 0a3e JaHHBIX OaHKa BEIOEpHUTE
3Hauenue "Ha cepBepe Ganka". OHu OyayT xpanuthcst Ha cepsepe IBO B Ha-
CTpOHKaxX aKTUBHOTO cepTU(HKaTa B Kpunronpoduie ykasaHHOro abOHEHTA.

e Jlns TOro 4T0OBI HACTPOWKH XPAaHMIINCHh Ha TEKYNIeM KOMIIbIOTEpPE BBIOCpHTE
3rauyenne 'Ha jgokansHOM KoMIbioTepe'’. CoxpaHeHne OyIeT OCyIIeCTBISIETCS B
¢aitne xoupuryparmn BssCrLoc.cfg. Xpansmmecs: ToKanisHO, HACTPONKH
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JIEHCTBYIOT Ha BECh KPUIITOMPO(DHUIIB B 11€7I0M (TO €CTh Ha JF00bIC KIFOUYH, OTHO-
CSIIUECS] K JAHHOMY KPHITTOIPO(DHUITIO).

vi. Haxwmure kHonky OK. CucremMa BBITIONHUT ITPOBEPKY KITFOYEBOTO HAOOPa.

vii. B ciydae BBO/Ia HEKOPPEKTHBIX 3HAYCHUI MApaMETPOB KITFOUEBBIX HOCHTEICH HITH
HCTIONB30BaHMs HEBEPHBIX KITIOUEBBIX HAOOPOB CHCTEMa BBIBEIET COOTBETCTBYIOLIEE
coobmienue 00 ommOke. 3HaueHUs apameTpoB Osoka [lapamMeTpbl KJH04€BOro
HOCHUTEJS He OyayT coxpaHeHsl. Bepuutecs k 1. 2.0.ii.

C. ITocie BEIMONTHEHUS HaCTpoﬁKH napamMeTpoOB KIIFOUCBBIX HOCUTEIECH HaXXMHUTE KHOIIKY
Hanee.

3. 3amepmute Bxon B cuctemy B COOTBETCTBHHM ¢ M. 6 HOK. Pykogoocmeo nonv3ogamens WH-
CTpYKIMHU HHCTP. «BXoa B cucTeMy ¢ 3aluToil KaHajia OJHOCTOPOHHUI SSL» nok. Pyxogoo-
CMBO NOIL306AMENS.
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A.l.

A2.

A.3.

st oomena uadopmanueit mexxay cucremoii "JIBO BS-Client" u BC "1C: Ilpeanpusrue” mpen-
OnpeIeJIEHHBIME ABJISIFOTCS CJEAYIONINE YCTAHOBKH:

Excellence 4.0

JupexTopus cekpernoro kiro4da / Secret key directory — myTs k katanory, B KOTOpOM Xpa-
HuTcs (daitn cexpeTHoro kitova (abonent.key);

MupexTopus oTKpbITOro Kiarwua / Public key directory — myTs k karaiory, B KOTOPOM Xpa-
HHUTCs (hailn katanora OTKpBITHIX Kitodei (catalog.key);

PaGouas nupexropusi / Work directory — myts k pabouemy karamory Excellence.

Crypto-C

daiin cekperHoro kiaroua / User Secret key — myTb k karaiory, B KOTOPOM XpaHHTCS (aii
CEeKPEeTHOro KiIoyua ((ails ¢ pacmmpeHueM .Sec);

®aiis oTkpsIToro kiawua / User PKey / Certificate — myTh k kaTajiory, B KOTOPOM XpaHUTCS
(aitn oTkpeIToro Kitfoua (aiin ¢ pacurmperuem .pub);

JupexTopus cnpaBouHuka ceprudguxaroB / Abonents dir — myTs k Katamory, B KOTOPOM
XpaHITCS (PaiiyIbl OTKPHITHIX KTI0UeH Barmix aOOHEHTOB.

Crypto COM/2.2

JupexTopus cekpeTHoro kiaw4a / Secret Path — myTs k karanory, B KOTOpPOM XpaHUTCS Ce-
KPETHBIH KIII0Y;

OtkpeIThIi K041 / Current user certificate — monusril myTh K (aitmy OTKPBEITOTO KITfOYa;

JMpexTopusi OTKPBITHIX Kito4veii agonentos / Public Path — nmyts k karamory, B koropom
XPaHSATCsI OTKPBITHIE KIIFour Bammx aGoOHEHTOB;

®aiin CY/Random file — momHb1ii myTh K (aiiiry BeKTOpa HHULMATH3ALUH JaTYUKA CITyJaiHbIX
gucen (@rand).

A.4. OpenSSL

®daiia cexpernoro karoua / User Secret key — mosHbIi myTh K Gaiiiny ceKpeTHOro KIroua,

®aiis oTkpoiToro kiatoua/ User Certificate — monubiii myTh k daiiny ceprudukara (OTKpbITOrO
KIII0Ya);
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A.5.

A.6.

JupexTopusi cnpaBoyHuka cepruduxaros / Abonents dir — myTs K KaTajaory, B KOTOpOM
xpassTcs ceptudukarsl aboneHToB DLIT;

Jupextopus ceprupurara LIA / CA dir — myTb K KaTanory, B KOTOPOM XPaHUTCS CEPTUPUKAT
Hentpa ABTOpH3anuy;

JMpeKTopHs CIIMCKOB 0TO3BaHHBIX cepTH(duKkaToB / CRL dir — myTh K KaTanory, B KOTOpOM
XpaHsTcs Qaiipl CIIMCKOB OTO3BAHHBIX CePTU(UKATOB,

®aiist CY / RND file — monmbIit myTh K (aiiiny BEKTOpa HHUIMATA3AIMN JaTIMKA CITydaHbIX
gucen (@rand).

Verba-OW/4

Kuarouesoe ycrpoiictBo / Key device — Tum KIIl04€BOr0 yCTpOHCTBA;

JupexTopusi cekpeTHoro kiaw4a / Path to secret — myTh K Karajuory, B KOTOPOM XPaHUTCS
CEKPETHOU KIIIOY;

JTupexTopus oTkpeiToro kiarwua / Path to public — myTs k katamory, B KOTOpOM XPaHATCS
OTKPBITBIE KITFOYH.

CryptoPro CSP/1.1

®aiis anuHoro cepruduxara / User certificate file — monusiii myTs k daitny Barero cepru-
¢dukara;

Jupextopus ceprupuxaros L{C / CA certificates dir — myTb k katanory, B KOTOPOM XpaHSTCS
ceprudukarsl KopHeBbIX LleHTpoB Ceprudukanmm;

Mupexropus ceprudpuxatoB adonentos / Abonents certificates dir — myrs x kaTasnory, B
KOTOPOM XpaHsTcsi cepTudukaTel Bammx aboHEHTOB;

JMpeKTOpHs CIHCKOB 0T03BaHHBIX cepTudukaros / CRL dir — myTh Kk Karanory, B KOTOpOM
XPAHSTCS CIIUCKU OTO3BaHHBIX CEPTH(PUKATOB.

A.7. Ms Crypto API 2.0

MpuMmeuyaHue

JlaHHBII TUI KPUNTO3AIUTHI Henonb3yercs i cneayrommx CK3U: Crypto Pro CSP 2.0, Crypto Pro
CSP 3.0, Crypto Pro CSP 3.6.

®aiis anuHoro ceprudukara / User certificate file — monusiii myts x daitny Barmero cepru-
¢ukara,

Hupexropus ceprudukara ITA / CA certificates dir — myTs k kaTamory, B KOTOPOM XPaHUTCSI
ceptudukar LlenTpa ApTopuzanuu,

JupexTopus cnpaBouHuka cepruduxaros / Abonents certificates dir — myTs k karanory, B
KOTOPOM XpaHATCS cepTUHKaTh aboHeHTOB DLIIT;
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* JlupeKTopHsi CHUCKOB 0TO3BaHHBbIX cepTHdukaroB / CRL dir — myTh K KaTajaory, B KOTOpOM
XPaHATCS CTIMCKHA OTO3BaHHBIX CEPTHU(PHUKATOB.

A.8. LAN Crypto/2.35

*  daiia cexpeTHoro kiaova noamucu / Sign private key — nonHsiil myTh K (ailiry ceKpeTHOTo
KJIF0Ya MOAIHUCH;

o @aijiJ1 cIpaBOYHHUKA OTKPBITHIX KJWYeil moamucu / Sign vault — mosHeli myTh K (aitny
CIIPAaBOYHMKA OTKPHITHIX KIIFOUEH ITOIUCH;

*  daiia cexkpeTHOro Kio4a oomena (mudposanus) / Encrypt private key — nosssiii myTs K
daiiiry cekpeTHOro Kiito4a ooMena (1mppoBanus);

*  daijiJ cMpaBOYHHKA OTKPBITHIX KJIK0Yeli 0omMena (mmdpoBanus) / Encrypt vault — monusrii
IyTh K (haiiily cCrpaBOYHUKA OTKPBITHIX KiIrouek ooMeHa (mmdpoBanus);

e TIopt Toch Memory / Touch memory port number — somep COM-nopra touch memory
(rabmeTkn).

A.9. Message-PRO 1.1, 1.3x, 2.x, 3.X

*  ®@aiix anuHoro ceprudukara / Current certificate — monublit myTh K (aiiny Bamero cepru-
¢uxara,

* Karanor ceprudpuxaroB Bammx agonenton / Certificate directory — myts k karanory, B
KOTOPOM XpaHsTcs cepTudukarsl abonenTos D1IT;

» Karajor cexkpernnix kiatoueii / Private disk directory — nosssriii myTs Kk ¢aiiny Barero ot-
KPBITOTO KJIFOYa;

* Karajor renepanuu HoBbIX Kitoueii / New Keys Path — st BeimosiHeHus iepereHepariu
Kiroueit Hactpoiika yrrwntel AAMINPKI momkHa cOOTBETCTBOBATH 3HAYCHHUIO JAHHOTO Mapa-
METpa;

» Karajor ceprudpuxaroB uenrpon ceprudpuxamuu / CA directory — myrs K Karaaory, B KO-
TOPOM XPaHATCS CepTH(UKATHI LIEHTPOB CEPTUHUKALINK; B CIIydae MyCTOro 3HAYEHUs 3a yKa-
3aHHBIN KaTanor npuauMaetcs <Private disk/directory>\CA,;

* Karagor cnuckoB oto3BanHbIX cepruduraros / CRL directory — myTts k kaTajiory, B KOTO-
POM XpaHATCS CIUCKH OTO3BAHHBIX CEPTU(PHKATOB; B CiIydyae IyCTOr0 3HAYCHUS 32 YKa3aHHBIN
katajor npuaumaercs <Private disk/directory>\CRL.

A.10. Kpunto-KOM 3.2

* VYkakuTe HOJHBIH NYTh K (paiiury Bamiero oTkpbITOro Kirw4a — MyTh K KaTaJIOTy, B KOTOPOM
XpaHuTcs (aii,

*  VYkaxuTe MOJHBIH MyTh K KaTajaory Bauiero cekpeTHoro Kjiro4ya — myTh K Katajiory, B Ko-
TOPOM XpaHUTCS CeKpeTHBIN Kitou (Habop ¢aitior masks.db3, kek.opq, rand.opq,
mk . db3, moakaramor KEYS);
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*  YkakuTe AMPEKTOPHIO, B KOTOPOil HAXOAATCHA OTKPbIThbIe KJI04YU Bammx aGoHeHTOB —
MyTh K KaTaJory, B KOTOPOM XpaHsATCs (Dailiibl OTKPBITHIX Kirouei Barmx aboHeHTOB ((aiiibl ¢
pacimpenuem - pub).

A.11. Arasa-C

*  ®@aiis oTkpeiToro kioua / Public key file — mosubIil myTh K (haiiny Baiero OTKphITOro K04,

* Karasor cexpernbix kimoueii / Private keys folder — karanor ¢ Bammmu ceKpeTHbIME KITFO-
YaMu,

* Karanor cnpaBounuka cepruduxaron / Folder for the register of certificates — xarasnor, B
KOTOPOM HaXoJsTCs (hailiibl OTKPBITHIX KiItOYeH Barmx abOHEHTOB.
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