LEHTPANbHbIV BAHK POCCUACKON ®EOQEPALIUN

NMACbMO
OT 2 oKTAGpsA 2009 r. N 120-T

O NAMATKE
"O MEPAX BE3OMNACHOI'O NCMOJIb3OBAHUA BAHKOBCKUX KAPT"

BaHk Poccumn B pamkax paboTbl N0 MHGOPMUPOBAHUIO O PUCKaX, CBA3AHHbIX C UCMOMNb30BaHMEM
©aHKOBCKMX KapT, W MOBbILEHWNIO (DUHAHCOBOW PaMOTHOCTU HaceneHus noarotoBun [lamsaTtky ans
aepxartenen 6aHKOBCKMX kapT O Mepax ©Oe3onacHoro Mcnosnb3oBaHWst OaHKOBCKMX KapT (panee -
MamaTka).

TepputopraneHbeiM  yypexgeHusm baHka Poccum npepnaraetcs npoBecTM C  KPeAUTHbIMU
opraHuMsaumamMmn  OOMNOMHUTENbHYIO paboTy, HanpaBMneHHY Ha MoBbllEeHWEe WHMOPMUPOBAHHOCTU
aepxartenenn GaHKOBCKMX KapT O Mepax MO COXpaHHOCTM GaHKOBCKOW KapTbl, €e PEeKBU3NTOB,
nepcoHanbHOro naeHTndmnkaunoHHoro Homepa (ganee - NWH) n gpyrnx gaHHbIX, a TakKe Ha CHUXKEHWNe
BO3MOXHbIX PUCKOB MpW COBEPLUEHWUU Onepauui C UCNorfb3oBaHMeM GaHKOBCKOW kapTbl B GaHkomarTe,
npu 6e3HanuyHON onnarte TOBapoB W YCIyr, B TOM YnChe Yepes ceTb VIHTepHeT, BKMoYasa pasMelleHne
MamaTkm B MecTax obcnyxuBaHusa depxaTenen GaHKOBCKMX KapT, B OOCTYMHON ONA O3HAKOMIEHWUs
dopwme.

HacToswee nucbmo baHka Poccum nognexuT onybnvkoBaHuio B "BecTHuke baHka Poccun®.

3amecTtutens Npeacenarens
BaHka Poccun
T.HYYIT'YHOBA

MpunoxeHue
K nucemy baHka Poccum
ot 02.10.2009 N 120-T

NAMATKA
"O MEPAX BE3OIMACHOI' O MCIMOJ1IbSOBAHMA BAHKOBCKUMX KAPT"

CobniogeHue peKOMeHﬂaLlMV’I, coaepxawmxca B MamaTtke, no3BonuT obecneyvnTb MaKkCumMaribHYH
COXpPaHHOCTb ©aHKoBCKOM KapTbl, €e PEeKBU3NTOB, MAH n OPYrnx AaHHbIX, @ TakKke CHU3UT BO3MOXHblEe
PUCKM npu cosepLueHnn 0I'IepaLl,VIVI C WUCnonb3oBaHMEM ©OaHKOBCKOM KapTbl B OaHkomarTe, npu
Oes3Hanu4yHom onnaTte TOBapoOB U yCIiyr, B TOM 4YuUCIe 4yepes CeTb MHTepHeT.

O6uwme pekomeHdauum

1. Hukorga He coobwante MNWH TpeTbum nuuam, B TOM 4ucrie POACTBEHHMKAM, 3HAKOMbIM,
COTPyOHWKaM KpeaWTHOW opraHusauum, kaccupam W nuvuam, nomorawowmm Bam B ucnonb3oBaHuu
B©aHKOBCKON KapTbl.

2. NMNH HeobxoaMmo 3anoMHWUTL UNKU B Crydae, ecnv 3T0 SABNSIETCs 3aTPYAHUTENbHBLIM, XPaHUTb
ero otaenbHO OoT GaHKOBCKOWM KapTbl B HESIBHOM BMAE WM HEOOCTYMHOM AN TPETbUX Nul, B TOM Yucne
POACTBEHHUKOB, MECTe.

3. Hukorga HM npu Kakux OOCTOATENbCTBAX He nepefaBanTe OaHKOBCKYD kapTy Ans
NCMNOMb30BaHNA TPETbUM NvLaM, B TOM YUcne poacTBEHHMKam. Ecnv Ha 6aHKOBCKOW KapTe HaHeceHb!
dhamunns n umsa U3MYECKoro nuua, TOo TOMbKO 3TO (PU3MYEcKoe NMLO MMEET NpaBo MCMOoNb30BaTb
0©aHKOBCKYO KapTy.

4. Tlpn nonyyeHun OaHKOBCKOW KapTbl pacnuwmMTeCb Ha ee ODOpPOTHOW CTOPOHE B MeECTe,
npegHasHadeHHOM Ans noanucu gepxartens 6aHKOBCKOW KapTbl, €Cnn 3T0 NPeayCcMOTPEHO. 3TO CHU3NUT
pucK ncnonb3oBaHnss 6aHKOBCKON KapTbl 6e3 Bawero cornacus B cnyvae ee ytpaTbl.

5. byabTe BHUMAaTENbHbI K YCMOBUSIM XPaHEHWsT U WCMNONb30BaHWs OaHKOBCKOM KapTbl. He
noageprante GaHKOBCKYO KapTy MeXaHU4eCKUM, TeMNepaTypHbIM U SNEKTPOMarHUTHbBIM BO3OENCTBUSM,
a Takke usberante nonagaHvus Ha Hee Briarn. BaHKOBCKYIO KapTy Hemnb3s XpaHUTb PSAOM C MOBUMbHBIM
TenedoHom, 66ITOBON 1 OPUCHON TEXHUKON.



6. TenedoH KpeauTHOW OpraHv3aumy - aMUTeHTa OaHKOBCKOM KapTbl (KPEAMTHOM OpraHm3auumu,
BblgaBLle 6aHKOBCKYH KapTy) ykaszaH Ha 0bopOTHOM CTOpoHe HaHKoBCKoW KapTbl. Takke Heobxoanmo
BCcerga nmeTb npu cebe KOHTaKTHble TenedoHbl KpeauTHON opraHM3aumnn - SMMTEeHTa 6aHKOBCKOW KapThbl
N Homep OaHKOBCKOM KapTbl Ha ApPYrMX HOCUTENAX WHGOPMauMK: B 3arMUCHOW KHWXKE, MOBUIbHOM
TenedoHe n/vnun gpyrmx HOCUTENSIX MHOPMaLMK, HO He pPsiAOM ¢ 3anucbto o MAH.

7. C uenblo nNpenoTBpalleHnss HENMPaBOMEPHbIX OENCTBUA MO CHATUIO BCEW CYyMMbl LOEHEXHbIX
cpeacTB ¢ GaHKOBCKOro cyeTa LenecoobpasHO yCTaHOBUTbL CYTOYHbLIA NIMMUT Ha CymMMy onepauui no
©aHKOBCKOM KapTe M OOHOBPEMEHHO MOAKIHYUTE 3MEKTPOHHYK YCNyry OMOBELLEHUS O MPOBELEHHbIX
onepauusix (Hanpumep, onoeeLleHne nocpeacTBoM SMS-cooBLLEHU NN UHBIM CMOCOBOM).

8. lMpu nonyyeHun nNpocbObbl, B TOM 4YMCrEe CO CTOPOHbI COTPYAHWMKA KPeOuTHOW opraHusauumu,
COoOOWNTb MepcoHanbHble AaHHble MM UHdopmaumio o GaHkoBckon kapTe (B Tom uucne UH) He
coobwanTe ux. lNepe3BoHUTE B KPeOWUTHYK OPraHuM3auuio - 3MUTEHT OaHKOBCKOW KapTbl (KPEAWTHYHO
opraHu3auuio, BblaaBLuyto 6GaHKOBCKYHO KapTy) U coobLumMTe 0 JaHHOM dakTe.

9. He pekomeHOyeTcsa OTBeYaTb Ha 3MEKTPOHHbIE MUCbMA, B KOTOPbIX OT MMEHW KpeaWMTHOMN
opraHm3aumm (B TOM u4MUCNe KPEOWUTHOW OpraHuMsauumn - 3MuTeHTa OGaHKOBCKOW KapTbl (KpeauTHOW
opraHu3auuu, BbigaBLluen 6aHKOBCKyI KapTy)) npeanaraeTcsi pegocTaBuTb NepcoHanbHble AaHHble. He
cnepymnTe no "ceblnkam", ykasaHHbIM B MUCbMax (BKIOYaAs CCbINKU Ha CarT KPeaUTHOW opraHusauun), T.K.
OHMW MOTYT BECTU Ha CanTbl-OBONHUKN.

10. B uensax WHMOPMALMOHHOrO B3aMMOOENCTBUSA C KPEAWUTHOW OpraHusaumen - SMUTEHTOM
BaHKkOBCKOM KapTbl (KpeOuTHOM opraHusauuu, BblgaBlen ©OaHKOBCKYD KapTy) pekoMeHOyeTcs
NCNonb30BaTb TOMbKO PEKBU3UTbI CPEACTB CBA3U (MOOUMbHBIX M CTaUMOHApPHbLIX TenedoHOB, ()aKCcoB,
WHTEpaKTUBHLIX web-canTos/noptanos, 0bbIMHON M INEKTPOHHOW MOYTbI U Mp.), KOTOpblEe YyKa3aHbl B
OOKYMeHTaXx, MoslyYeHHbIX HENOCPEACTBEHHO B KPEOAUTHOW OpraHmM3aumnn - aMMTeHTe GaHKOBCKOW KapThbl.

11. MoMHuTe, 4TO B cny4vae packpblitusa NMWH, nepcoHanbHbIX AaHHbIX, YTpaTbl GaHKOBCKOW KapThbl
CyLLeCTBYeT pPUCK COBEpLUEHUS HernpaBOMEPHbIX OENCTBUA C AEHEeXHbIMW cpeacTBamMu Ha Bawewm
©aHKOBCKOM CYETE CO CTOPOHbI TPETbUX UL,

B cnyyae ecnu wumetoTcss npegnonoxeHns o packpbitum  [MAH, nepcoHanbHbIX LaHHBIX,
MO3BOSISAIOLWLNX COBEPLUNTbL HEMpPaBOMEpPHblE OENCTBUA ¢ Bawum GaHKOBCKUM CHETOM, a Takke ecnv
OaHKoBCKas kapTa 6bina yTpadeHa, HeobxoaMMo HeMearieHHO 0bpaTUTLCA B KPEAUTHYIO OpraHusauumio -
3MUTEHT OaHKOBCKOW KapTbl (KpeOAUTHYI OpraHusaumio, BbiAaBLlytd OaHKOBCKYK KapTy) M crnegoBaTtb
yKa3aHusIM COTPyOHWKA AaHHOW KpeawuTHOW opraHu3aumu. [Jo mMomeHTa obpaleHuss B KpeauTHYHO
opraHusaumto - SMUTEHT OaHKOBCKOW kapTbl Bbl HeceTe puCK, CBS3@HHbIA C HECAHKLMOHUPOBAHHbLIM
CrMcaHMeM JeHeXHbIX cpeacTB ¢ Bawero GaHkoBckoro cdeta. Kak npaBuno, cormacHo YCroBUSAM
[0oroBopa C KpeanTHOW opraHu3auuen - SMMTeHTOM GaHKOBCKOW KapThbl AEHEXHble CPeACTBa, CNNCaHHbIE
¢ Baluero 6aHkoBCKOro cyeta B pesynbtaTe HeCaHKLUMOHUPOBAHHOIO MCMNOMb30BaHMSA Balen 6aHkoBCKoM
KapTbl 4O MOMEHTa yBeAOMMNEHN 06 3TOM KpPeaUTHOW opraHu3auum - ammteHTa 6aHKOBCKOW KapTbl, He
BO3MeLLalTCs.

PekomeHaaumm Npy coBepLUEHUN onepaumi
¢ 6aHKoBCKOW kapTon B 6aHKkomaTe

1. OcylecTBranTe onepaumym C UCMNONb3oBaHWEM GaHKOMATOB, YCTaHOBMEHHbIX B ©Ge30MmacHbIX
MecTax (Hanpumep, B roCygapCTBEHHbIX yuypexaeHusx, nogpasgeneHunsix 6aHkoB, KpPyMHbIX TOProBbIX
KOMMMeKcax, roCTMHULAx, asponopTtax u T.M.).

2. He ncnonb3yiite ycTponcTBa, KoTopble TpebytoT BBoga MNMNH gns goctyna B nomeleHue, raoe
pacnonoxeH 6aHkomar.

3. B cnyyae ecnu nobnusoctn ot GaHKkOMaTa HaxoAsTCsl NMOCTOPOHHME nuvua, cregyeT BbibpaTb
Bonee nogxopasiliee BpeMs A5t UCNONb30BaHWsA 6aHKOMaTa UM BOCMNONb30BaThCs APYrMM 6aHKOMaToM.

4. Mepen vcnonb3oBaHvemM GaHKOMaTa OCMOTPUTE €ro Ha Hanuune AOMNONHUTENbHbIX YCTPOWCTB,
He COOTBETCTBYIOLUMX €ro KOHCTPYKLMM U pacrnonoXeHHblx B Mecte Habopa MNWH n B mecTe (npopesb),
npegHa3Ha4YeHHOM ONS npyvema kapT (Hanpumep, Hanuyne HEPOBHO YCTAHOBMNEHHOW KnaBuaTtypbl Habopa
MVH). B yka3aHHOM criy4ae BO3AepXUTeCh OT UCMONb30BaHUA Takoro 6aHkomara.

5. B cnyyae ecnu knaBuMaTypa MnM MecCcTO [Ans npuema kapT ©OaHkoMaTa o06opynoBaHbl
OOMOSTHUTENbHBIMU  YCTPOWCTBaMW, HE COOTBETCTBYIOLUMU €ro KOHCTPYKUUW, BO3OEPXUTECH OT
UCNomnb3oBaHNst OaHKOBCKOW kapTbl B AaHHOM 6aHkomate u coobwute O CBOMX MNOOO03PEHUsIX
COTPYOHVKaM KpeaMTHOW opraHu3aumm no tenedoHy, ykasaHHOMy Ha 6aHkomare.

6. He npumeHsinte dwuanyeckyto cuny, 4tobObl BCTaBUMTb OaHKOBCKyt0 kapTy B OaHkomaT. Ecnum
BGaHKOBCKas kapTa He BCTaBMseTCH, BO3AePKMTECh OT MCMONb30BaHUA Takoro 6aHkomara.

7. Habupante NMNH Taknum obpasom, 4Tobbl Noan, HaxXo4sLWmnecs B HENOCPEACTBEHHOW BnmM3ocTy,
He cmornu ero yeuaeTb. NMpu Habope MNMWH npukpbiBariTe kKnaBnaTtypy pyKow.

8. B cnyyae ecnu 6aHkomat paboTaeT HEKOpPPEeKTHO (Hanpumep, AONroe Bpems HaxoauTcs B
peXuUMe OXuaaHWsi, CaMOMNpPOU3BOIMbHO Mepe3arpyxaeTcs), cregyeT oTkasaTbCA OT MCMNOMb30BaHUS



Takoro ©OaHkoOMaTa, OTMEHUTb TEKyLLyl oOnepauuio, HaxaB Ha knaeBuatype kHomky "OTmeHa", u
[oxpgaTbcs Bo3BpaTa 0aHKOBCKOWM KapThbl.

9. MNocne nony4yeHns HanM4YHbIX OEeHEXHbIX CPeACcTB B 6GaHkoMaTe cnegyeT nepecyntartb 0aHKHOTHI
NonmncTHo, ybeguTbcsa B TOM, YTO GaHKOBCKasa kapTa Obina Bo3BpalleHa 6aHKoMaToM, JOXAATbCA Bblgadn
KBUTaAHUUKN MpU ee 3anpoce, 3aTeM MONOXWUTb UX B CYMKy (KOLIenek, kapMaH) U TONbKO Mocre 3Toro
oTXoAuTb oT 6aHkomaTa.

10. CnepyeT coxpaHsATb pacne4yaTaHHble GaHKOMaTOM KBUTAHUMW Ansi NOCMedylolen CBepKu
yKasaHHbIX B HUX CYMM C BbINMCKOWM N0 GaHKOBCKOMY CYETY.

11. He npucnywmBantecb K coBeTam TPeTbUX NUL, a TakkKe He NPUHUMANTE UX MOMOLLb Mpu
nposeaeHun onepaumnii ¢ 6aHKOBCKOW KapTon B GaHKomaTax.

12. Ecnn npu npoBegeHun onepaumii ¢ OaHKOBCKOM KapToW B ©OaHkomaTe O6aHkoMaT He
BO3BpallaeT OaHKOBCKYID KapTy, criegyeT MO3BOHUTb B KPEAMTHYIO OpraHusauuio no TernedoHy,
ykasaHHOMYy Ha ©OaHkoMaTe, M 0ObACHUTL 0OCTOATENbCTBA NpOM3OLIEeaWero, a Takke cnegyet
00paTUTbC B KPEOWUTHYH OpraHM3auuio - 3MWUTEHT OGaHKOBCKOW KapTbl (KPeOUTHYK OpraHusauuio,
BblgaBLlyt0 OaHKOBCKyKO KapTy), KoTopasi He Obina Bo3BpalleHa OaHkomMaTom, M Janee criegoBaTb
WHCTPYKUUSAM COTPYAHUKA KPeAUTHOW OpraHm3aunm.

PekomeHgaumm npu ncnonb3oBaHUn GaHKOBCKOWM KapTbl
ans 6e3HannyHon onnatbl TOBApOB U YCNyr

1. He ucnonb3dynte 6aHKOBCKMe KapTbl B OpraHu3auusx TOProBNM W YCMyr, HE BbI3blBAOLLMX
aosepus.

2. TpebyinTe npoBefeHUst onepauuin ¢ GaHKOBCKOW KapTow Tomnbko B Bawem npucytctBun. 310
HeOOXOAMMO B LENSX CHMKEHWUSI pucka HernpaBOMEPHOro nonyveHus Bawwmnx nepcoHanbHbIX AaHHbIX,
yKkasaHHbIX Ha GaHKOBCKOW KapTe.

3. lMpu wucnonb3oBaHun OaHKOBCKOW KapTbl ONA oOnnatbl TOBApoOB W YCMAYr Kaccup MOXeT
notpeboBate OT Bragenbua GaHKOBCKOW KapTbl NMPEeLOCTaBMTb MAacMopT, NoanucaTb YeK Un BBECTU
MNH. Mepep Habopom MVH cnepyeT yoeantbca B TOM, YTO NIOAN, HaxoZsAWwmMecs B HENOCPEACTBEHHOM
6rm3ocTun, He cMoryT ero yBuaeTb. [lepeq TeM kak noanucaTb Yek, B 06a3aTenbHOM Nopsigke nNpoBepbTe
CYMMY, YKa3aHHyI0 Ha Yeke.

4. B cnyyae ecnu npu nonbiTke onnatbl GaHKOBCKOW KapTOW uMena mecTo "HeycnelwHas"
onepauusl, crnegyeT COXpaHWUTb OAMH 3K3EeMMNAp BbIJAHHOMO TEPMMHANOM YeKka Ans nocnegylowen
NPOBEPKN Ha OTCYTCTBME YKa3aHHOW onepauun B BbIMMCKE N0 BAHKOBCKOMY CHETY.

PekomeHaauum npu coBepLueHMmn onepaumi ¢ 6aHkoBCKOM
KapToun yepes ceTb VIHTepHeT

1. He wucnonesyite MNMNH npu 3akase ToBapoB K ycnyr 4vepes ceTb WHTepHeT, a Takke Mo
TenedoHy/daxkcy.

2. He coobuwianTte nepcoHanbHble AaHHblE WM MHGOPMauMio O OaHKOBCKOW(OM) kapTe (cyeTe)
yepes ceTb VIHTepHeT, Hanpumep MNWH, naponu goctyna k pecypcam 6aHka, Cpok AeicTBUsS GaHKOBCKOW
KapTbl, KPEAUTHBIE TMMUTBI, UCTOPUIO ONepaunii, NepCoHasrbHbIE AaHHbIE.

3. C uenblo npegoTBpalleHNss HenpaBOMEPHbIX OENCTBMIN MO CHATUIO BCEN CYMMbl OEHEXHbIX
cpeacTB ¢ GaHKOBCKOIO cyeTa pekoMeHAyeTcs Anis onnaTbl NOKYMoK B ceTu VMHTepHeT mcnonb3oBatb
oTgenbHyto 6aHKOBCKylO kapTy (Tak HasblBaeMyl BUPTyanbHYl KapTy) C npedenbHbIM JIMMUTOM,
npefHasHa4YeHHyI0 TOMbKO ANS YKa3aHHOM Lenn 1 He MO3BOMSILLYI0 NPOBOAUTL C €€ UCMONb30BaHMEM
onepauuun B opraHu3aumsax TOprosnv 1 ycryr.

4. CnepyeT NOnb30BaTbCA WHTEPHET-CaVTaMU TOMbKO WM3BECTHbLIX MU NPOBEPEHHbLIX OpraHusauun
TOProBnu 1 yCnyr.

5. Ob6sszaTtenbHo ybeoutecb B NPaBUIbHOCTM aApecoB WHTEPHET-CalToB, K KOTOPbIM
NnoakmnoyaeTecb U Ha KOTOpbIX cobupaeTecb COBEPLUUTb MOKYMKW, T.K. MOXOXue agpeca MoryT
NCNoMb30BaTbCA A1 OCYLLECTBNEHMS HENPABOMEPHbIX ENCTBUNA.

6. PekomeHayeTcsa coBepluaTb MOKYMKW TOMbKO CO CBOEr0 KOMMbHOTEPA B LENSX COXPaHEHUs!
KOHMAEHLMANBHOCT NEPCOHAarbHbIX AHHBIX U (MNK) MHpopMauun o GaHKOBCKON(OM) KapTe (cyeTe).

B cniyyae ecnv nokynka coBepLuaeTcsi C MCMONIb30BaHNEM YYXXOro KOMMbOTEPA, HE PEKOMEHAYETCSA
COXpaHATb Ha HEM MepcoHanbHble OaHHble M Opyrylo MHOPMauMvio, a fnocne 3aBeplleHust BCeX
onepauun HyxHO ybeauTbCH, YTO MepcoHarnbHble AaHHble W Apyras MHAOPMauMs He COXPaHUIUCh
(BHOBb 3arpy3uB B bpaysepe web-cTpaHuuy npogasua, Ha KOTOPOW COBEpPLUANUCH MOKYMKN).

7. YcTaHOBUTE Ha CBOW KOMMbIOTEP aHTMBUPYCHOE MNPOrpaMMHOe obecrnedeHne u perynsipHo
npounsBoauTe ero obHoBMNeHne n obHOBMEHWe APYrux Mcnonb3yemMbix Bamu nporpammHbIX NpoayKToB
(onepauMoHHOM CUCTEMBbI M MPUKNAAHbLIX Nporpamm), 3TO MOXeT 3awuTuTb Bac OT npoHuKHOBEHUSA
BPEOOHOCHOIo NporpaMmHoro obecneveHuns.






